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C2 Protect Tool Kit Implementation Guidance
for UNIX Operating Systems

1.0 Introduction.

1.1 Purpose.
The purpose of this document isto aid UNIX System Adminidirators in the acquisition, ingtalation,

configuration and usage of the three mandated Command and Control (C2) Protect Tools. These tools
are Security Profile Inspector for Networks (SPI-NET), Transmission Control Protocol (TCP)
Wrapper, and Smple Watcher (swatch). It isintended to provide sufficient information and ingruction
that will enable the System Administrator to easly and confidently, load and operate the C2 Protect
Tools and thus obtain a strengthened system security posture.

1.2 Scope.

This document and guidance only gppliesto UNIX operaing systems and isintended solely as guidance
to ad Sysem Adminigrators in performing the tasks associated with acquiring, ingtaling, configuring,
and operating the C2 Protect Tools. System administrators are ultimately responsible for the proper
configuration and usage of the C2 Protect Tools.

1.3 Background.
The C2 Protect Tool Kit was introduced through a Director of Information Systems for Command,

Control, Communications, and Computers (DISC4) memorandum, dated 11 Apr 96. The
memorandum states,

“The Army C2 Protect Program Implementation Plan and AR 380-19 (Information
Systems Security) requiresthat al prudent measures be taken to protect our
systems; the information they manage, produce, store and distribute. The Army C2
Protect library defines the need for the acquigtion, integration and implementation of
C2 Protect software gpplications into information systems by System Administrators
and managers. Asaresult of recent intrusions and penetrations or Army systems by
unauthorized dements, network managersin dl environments are directed to acquire
C2 Protect Tools for use in the security management of their systems. System
developers are advised to integrated GFE security protection, detection and misuse
tools during their system design and build phases. These toolswill ad in this effort.”

Thisinitid C2 Protect Tool Kit memorandum identified Security Profile Ingpector (SPI), TCP Wrapper
and swatch as mandated security tools to be used on al UNIX operating system platforms. Astime has
progressed, the TCP Wrapper and swatch tools have remained a vita component of the C2 Protect
Tool Kit, however support for SPI has been redirected to an improved applications caled SPI-NET.
Consequently, the focus of the document will be on

SPI-NET rather than the origind SP!.
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2.0 General Information.

2.1 C2 Protect Toal Kit Information.

The Defense Information Systems Activity (DISA) Automated Systems Security Incident Support Team
(ASSIST) and the Army Computer Emergency Response Team (ACERT) have been designated as
primary support organizations. The ASSIST has the following mission satement:

“The Automated Systems Security Incident Support Team (ASSIST) isthe
INFOSEC Incident Response Support to the Defense Information Infrastructure
(DIT) Community in Support of Information Assurance.

Our Godl isto Identify, Anayze, Assess and Resolve dl INFOSEC Vulnerabilities
and Exploitationsin the DIl in Support of the Defense Information Systems Agency's
(DISA) Information Assurance Mission.”

The misson satement for the ACERT isasfollows

“The Army Computer Emergency Response Team (ACERT) conducts command
control protect operations in support of the Army to ensure the availahility, integrity,
and confidentidity of the information and information systems used in planning,
directing, coordinating, and controlling forces in the accomplishment of the mission
across the full spectrum of support to military operations.”

Both ASSIST and ACERT provide avariety of computer security services and resources. Most
important among these services and resources are security bulletins, frequently asked questions (FAQS),
links to vendor security patches, incident reporting information, and access to the C2 Protect Todl Kit.

Lawrence Livermore National Laboratories (LLNL) isthe developer of the SPI-NET component of the
C2 Protect Tool Kit. They aso developed the original SPI and SPI for NT. Unlike the TCP Wrapper
and swatch, SPI-NET isan U.S. Government controlled software item.

2.2 C2 Protect Tool Kit Download Sites.

The C2 Protect Tools are available to download from severd file transfer protocol (FTP) areas and
websites. In order to prevent the repetitious definition of the Sites, as part of each of the C2 Protect
Toolsingdlation procedures, the following isalist of Sites associated with the C2 Protect Tools:

ASSIST: WWW www.assst.mil
FTP ftp.asss.mil/pub/tools/
ACERT WWW www.acert.belvoir.army.mil/webtool s html
FTP ftp.acert.nelvoir.army.mil/pub/unix.tool box/
LLNL WWW ciaclinl.gov/cstc/cgte.html

2-1
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2.3 Additional C2 Protect Tools.
Recently, additional security tools have been added to the UNIX C2 Protect Tool Kit. However, these
tools are not yet mandated for use on al systems but have been added as additiona resourcesto aid the
System Adminigtrator effectively securing their system. The additiond tools and short synopsis of each
tool are found in Appendix B: Additiona UNIX C2 Protect Tools.

2.4 Document Legend.

To ad the reader in discerning what is occurring on the computer system and what is the textua
guidance, different fonts will be used to differentiate between textua guidance, keyboard actions, and
computer configuretion files.

All the text, printed using the Arial font, are UNIX command text and designed to be typed
at the command line.

Al'l text, printed using the Courier New font, are UNI X system
file readings and are designed to show portions of
configuration files or other text information | ocated on the
system

2-2
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3.0 Security Profile Ingpector for Networks (SPI-NET).

The SPI-NET isamultifaceted security program developed by LLNL for use by the U.S. Government.
SPI-NET congdgs of sx toolsthat assst UNIX System Adminigrators in maintaining systems security
and detecting system vulnerahilities.

3.1. Basic Fedtures.

SPI-NET, amarked improvement over the origind SP1, includes a remote operations (network)
cgpahility, and dl configuration and operationd functions are performed viaa graphica user interface
(GUI). Asmentioned above, SPI-NET condsts of six security tools. Thesetools are:

1) Access Control Test (ACT). The ACT examines sequential dependenciesin UNIX access
contral files and permissons to attempt to obtain agod (target) using agiven initid condition.

2) Binary Authentication Tool (BAT). Thistool checks the authenticity of system objects
against MD5 checksums provided by the vendor.

3) Change Detection Test (CDT). CDT isused to track changes to important system files,
user/group accounts and related system attributes. Thisis probably the most important tool in SPI-
NET.

4) Configuration Query Language (CQL). CQL givesthe System Adminigtrator the ability to
look for bad system configurations based on system and applications specific parameters.

5) Password Security Inspection (PSI). The PSI tool checks the system password file for
weak user password entries.

6) Quick System Profile (QSP). QSP check for system security vulnerabilities usng a standard
st of teststo test for operating system vulnerabilities.

3.2 Operating Concepts.

Before discussing the steps required to ingall, configure, and operate SPI-NET, a quick explanation of
the basic SPI-NET operating conceptsis essential. SPI-NET can be operated in either a single-host
(standdlone) or multi-host environment. In order to support the multi-host environment, SPI-NET was
designed with two separate software components. These components are the “command console’ and
the “engine’ portions. The engine does dl the actuad work while the command console dlowsthe
operator to perform the management and reporting functions. For asingle hogt, or standaone
implementation, both the command console and the engine portions are loaded on the system. To
implement a multi-host configuration, the engine software must be loaded on dl the systems, while the
command console code is loaded on asingle machine. From this single command console equipped
machine (command host), the
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System Adminigtrator can configure and operate the SPI-NET security toolson al of the machines. To
support this remote capability in a secure manner, command and data traffic between the remote
engines and the command hogt is protected by public key authentication encryption techniques.

3.3 Obtaining ad Ingaling SPI-NET.

3.3.1 Software Packages.

The SPI-NET codeisavailablein avariety of packages from ASSIST, ACERT or LLNL. Thecodeis
available for either the standal one implementation or detached (remote) environments.  The standalone
implementation includes both the command console and the engine components while the detached or
remote implementation congsts of only the engine software code. The code packages themsdves are
offered in either a source code or binary code versions. Binary code versons are available for HP-UX
10.X, IRIX 5.X, SunOS 4.X (((SPARC) Only) and Solaris 2.X (SPARC Only)).

The latest version of the SPI-NET codeisverson 1.01. For the source code packages, the distribution
isidentified as pinS-1.01.tar.Z.des (standdone) and pinRS-1.01.tar.Z.des (remote). The binary code
verson isidentified as in.b-1.01.<0OS Type>.tar.Z.des (standalone) and spin.rb-1.01.<0S
Type>.tar.Z.des (remote).

3.3.2 Prerequistes.
Since the digtribution of SPI-NET islimited to U.S. Government entities, procedures arein place to

control the distribution and usage of the code packages. Firgt, to control the distribution of the
software, ACERT and ASSIST will only dlow hosts having a Domain Name Server (DNS) registered
“.mil” hogt name to download the software packages. In order to download the code from LLNL, a
download password must first be obtained via either e-mail (.mil addresses only) or telephonicaly from
LLNL. This procedure effectively limits the distribution of the code to only U.S. Government entities.
However, even with the code in hand, a data encryption standard (DES) decryption key is till need to
open up and access the SPI-NET code package. The DES decryption key can be obtained via e-mall
(.mil addresses only) or telephonicaly (Defense Switched Network (DSN) numbers only). If your
machine does not have the DES software loaded it can be obtained from ASSIST or ACERT and is
identified by the package name libdes-3.23.tar.Z.

3.3.3 Inddling SAI-NET.

For the purposes of this guide, we will discuss the procedures associated with ingtaling the standalone
source code package. Thisisthe hardest package to ingtal to accomplish and should provide key
ingghtsin the ingtdlation of the remote source code package and the binary code packages. The
following are basic sepsto ingtdl the standal one source code package.

1. Download the SPI-NET source code file (pinS-.1.01.tar.Z.des) from ASSIST's FTP site or other
auitable location. Place thefile in the directory under which you want thistool to be created. Note that
SPI-NET will create its own subdirectories for the ingdlation and the ingtalation will be permanent.
For the purposes of this guide we will use a sample subdirectory, /secure, for the basis of the
ingdlation.
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http://www.assist.mil OR
ftp://ftp.assist.mil/pub/tools/spi-net/

If not previoudy acquired, obtain the decryption key from ASSIST via phone or email request.
ASSIST will email the decryption key to an addressin the .mil domain.

2. Decrypt the SPI-NET source codefile. Note that DES software must be loaded on the machine,
des -d - k XXXXXX <spi[ ... ].tar.Z.des > spil...].tar.Z
(DES KEY)
(spi file name)
(spi file name)
Example des -d -k XXXX <spinS-1.01.tar.Z.des> spinS-1.01.tar.Z
3. Uncompress SPI-NET using the following command:
uncompress spinS-1.01.tar.Z

4. Extract SPI-NET source code using the following command:

tar -tvf spinS-1.01.tar view the contents of the tar file
tar -xvf spinS-1.01.tar extract the contents of the ter file

5. Read the README file.

more README

6. The actud ingdlation command used to indal SPI-NET depends on the indalation package that
being utilized. Since this example uses the standal one source code package, the following command is
used to gart the ingtalation.

Jinstall

For the other ingtallation packages, different ingtalation commands are used. For the ingalaion of the
remote source code package use “ /Ingdlr”;  whilefor either of the binary code packages use the
ingdlaion command “./Setup”.

As part of theingallation process, the operator will be asked several questions in order to complete the
ingtalation. The operator will be prompted to provide:

- Sysem Hosthame

- C Compiler name/location
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- additiona compiler and linker flags

- Deveop digribution entity (Y/N). A digtribution entity dlows the system to build ingtdled
versons for other platforms.

- Command Host address.
- Hogt ID (remote ingdlation only)
- Take Change Detection Test (CDT) snapshot (Y/N)

- Remove SPI-NET source code (Y/N)

3.4 Getting Started.

3.4.1 Sating SPI-NET.

Aswas described previoudy, the SPI-NET code congsts of two separate and distinct software
components. These components are the engine or remote agent and the command host or console. In

a standa one implementation, both of these components must be ingtalled and operating in order for
SPI-NET for work. In aremote implementation, only the remote agent isrequired. In order to prepare
SPI-NET for execution, various services must be started. Fird, for al hosts that are to be managed, the
Remote Communications Server (RCS) must be started. Thisis the remote agent or engine needed to
receive process ingructions from the command console, perform the actua security jobs, and report the
results back to the command host. The command host has two services that are associated with the
command console function. These services are the Master Communications Server (MCS) and the Job
Control System (JCS). The MCS controls dl command host to remote host communications and the
JCS controls the scheduling and execution of the SPI-NET security tools.

As previoudy stated, in order to operate SPI-NET the RCS must be started on the command host and
any target machine that is being managed by the SPI-NET command host. To start the RCS, perform
the fallowing:

cd /secure/spin-1.01/binr/
/StartRCS

NOTE: All remote services and actions are located in the .../spin-1.01/binr/ directory.

To activate the command hogt, the MCS and the JCS must be activated. The activation of the MCS
and JCS can be performed via the command or through the SPI-NET graphicd interface. Usage of the
graphicd interface is the method normaly used. If the command line is used, perform the following
commands.

cd /secure/spin-1.01/binm/

JStartMCS
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IStartJCS
NOTE: All command host services and actions are located in the .../spin-1.01/binnV directory.

The SPI-NET graphical interface is started and used separately from the RCS, MCS, and JCS
sarvices. Additiondly, if the RCS, MCS, and JCS are activated, SPI-NET will perform the scheduled
activity regardiess of whether the SPI-NET grephicd interfaceis running or not. The SPI-NET
graphica interface alows the operator to manage SPI-NET security activities, perform immediate jobs,
and view reports. To gart the SPI-NET graphicd interface, perform the following commands:

cd /secure/spin-1.01/binm/
Ispinet

On start-up of SPI-NET the operator is given the option to start MCS and JCSif they are not active.
To gat MCS and JCS from the menu sysemuse St at us- > Start System Process ->
Mast er Com Server andStatus-> Start System Process -> Job
Control System SeeFigure3-1for aview of the SPI-NET menu bar.

IFlle Domain  Jobs Status  Parameters Options  Help
3-1. SPI-NET Menu Bar

At thefirgt time start-up, you will be given the option of establishing apassword.  This password
provides access control to the management of SPI-NET, and the viewing of the security reports. The
password can adso be changed viathemenuusing Fi | e - >SPI - NET Logi n/ Logout . 3-2
showsthe initid password entry screen.

Status: System Locked

EXIT

Enter Passworid/Phrase:

- Hide Password Entry Clear Entry
~ Show Password Entry Accept Entry

Figure 3-2. Password Entry Screen.

Display options are available that dlow the main menu to show a status bar and/or the Report Listing.
These options are availablethrough Opti ons - > Toggl e Report Listing ad
Options -> Toggl e Status Bar. The Status Bar, as seen in Figure 3-3, displays (from
the left) the JCS gatus, the current time, the time of the next scheduled event, and the MCS datus.
Figure 3-4 shows a sample menu bar with the Status Bar and the Report Listing.
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JC3 PASSIVE MCS PASSIVE

Figure 3-3. StatusBar.

JCS PASSIVE MCS PASSIVE

Figure 3-4. Report Listing.

3.4.2 Checking SPI-NET Operations.
To check that SPI-NET isfully operationd, perform the following items:

1. Ensurethat the JCS and MCS are started by checking the status bar or using St at us - >
Test System Status -> Job Control System axd Status -> Test
System Status -> Master COM Server.

2. Enaurethat the RCSis started on the gppropriate host(s). Thisis done by checking the
process status of the system looking for a“resx” entry, use the command “ ps-€f | grep resx”.

NOTE: Only oneingance of the RCS should be running & any onetime on any given system. If
multiple ingtances are running, stop dl instances of the RCS and gtart only asingle ingtance of RCS.

3. Test the communications between the command host and the remote agent(s) using
Status -> Test Renpte Com Servers. Remember; evenin asandaone
implementation, acommand host and aremote agent are utilized. Figure 3-5 shows the Remote
Communication Server Testing. To execute the test firdt, sdlect aHostGroup from Tar get Host
Group andthenpress Start Test.
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Figure 3-5. Remote Communications Server Testing.

The commeand hogt will try to communicate with the remote agent and will actively report the atusin
the RCS Status column. If the hogt is not responding, click on Hel p for more information about SPI-
NET communications. See Figure 3-6 for an example of aremote communications testing sesson.

Start Hew Test

Figure 3-6. Remote Communications Test Example.

3.4.3 SPI-NET Parameter File Basics.

SPI-NET uses two types of parameter files. These files are pre-loaded templates and machine
templates. Pre-loaded templates, loaded during the instalation process, are used as generic operationa
templates and to build machine templates. The pre-loaded templates are read-only and have no
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extenson associated with them. Machine templates are parameter templates tailored, by the operator,
to each system and are identified by aHostID name extension.

Each of the SPI-NET security tools have three configuration levels (1, 2, and 3), except for the CDT,
which dso hasaLevd 0 configuration for basdine sngpshots. By default, Level 1isthe least intense
(lesssecure) and Levd 3 isthe more intense (more secure) of the configuration levels. The Leve
parameter for dl the tools are adjustable, by the operator, to meet specific needs and operating
scenarios.

Parameter templates for the SPI-NET tools are accessed from themenu by Par amet ers - >
Define I nspection Paraneters. Thelnspection Parameter Management screen is show
in FHgure 3-7. A new template can ether be created from scratch or adapted from an existing template.

A template, made from scratch, is created by afour-step process.

1. SdectaHodst Target fromtheHost Tar get Sel ecti on area Thisdefinesthe host to
which this machine template will be applied.

2. Specify atool by usngthel nspect or button and associated pull-down selection area.

3. Specify alLeve by usngtheLevel button asassociated pull-down selection area.

4. With the template defined, the parameters can be adjusted to suit the needs of the system. The
tool specific parameters are located in the lower right hand portion of the Ingpection Parameter
Management window.

To ingpector, or modify atemplate, first salect atemplate (double click) from the Par anet er
Tenpl ate Fi |l es aea Thiscausesthe window to display the parameters associated with that
templatefile TheCur rent Tenpl at e fidd reflectsthe tool (Inspector), leve, and target
(HostID) of the template currently under ingpection. The syntax for the template files are

<tool> <level>.<hogtid>. A smple method to generate new machine templatesisto take an existing
template, change the Host Target of the template, and save the template file. The configuration of
specific toolsis covered in Section 3.5.
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Figure 3-7. Ingpection Parameter Management screen.

With the parameter template defined, the operator can Edit, Delete, or Save the parameter template as
desred. All changesto new or exiging template filesmust be saved (Save Fi | e) inorder to be
saved to file. Changes made on the screen are not saved to file by default. It isimportant to note that
any new or modified template must be pushed to the host (standalone or remote) before it takes affect.
Thisisaccomplished usng Depl oy Fi | e button.

3.4.4 Executing SPI-NET Toodls.
The SPI-NET security tools can be executed elther by an immediate initiation or on a scheduled bas's.

To dat atool immediatdy useJobs - > | nmedi ate Launch -> Tool whereTool isthe
SPI-NET tool that isdesired. Figure 3-8 shows the Launch Immediate Tool window that is displayed
when atoal is launched from the SPI-NET graphicd interface.
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Figure 3-8. Launch Immediate Tool window.

At thiswindow the HostGroup and Leve can be adjusted as desired. The defaults for HostGroup and
Levd aesstusngJobs -> I medi ate Launch -> Change Default Target
andJobs -> | mredi ate Launch -> Change Default Level respectivdy. Use
theCancel Subm ssi on button to cance thisjob action or theConf i r m Subm ssi on
button to begin job execution. Shortly after the sart of the job, the MCS and JCS status indicators will
flash and display as ACTIVE rather than PASSIVE. At thistime, the Incoming Report Listing will
show anew report entry. However, the JobStatus will not indicate job completion or “ Received” status
until the job report has been received from the remote agent by the command host. If problems occur
and a proper JobStatus is not received, click on Help to receive additiond job process information.

3.4.5 Scheduling Tool Execution

In order for SPI-NET to provide constant and around the clock security services, execution of the SPI-
NET security tools can be scheduled through the Job Control DataBase (JCDB). The JCDB contains
JobGroup entries. These entries annotate what systems are to execute which tools at what time or
interval. The JobGroup entry consists of three mgjor parts, (1) thejob type (ACT, BAT, CDT, €tc),
(2) the HostGroup, and (3) the ingpection schedule type (Sngle, repeat & interval). Accessto the
JCDB isthrough Jobs -> Edit Launch Schedul e. TheJCDB Management window is
shown in Figure 3-9.
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File Domain Jobs Status  Parameters  Options Help
" ucspassivE | [12:54:12 17:55:00 s passive [
Clusel JOB CONTROL DATABASE MANAGEMENT Help |
Retrieve JCDB | Sort Criteria | Commit JCDB |
Edit Selected Job| Create Hew Jobh| Delete Selection |
JohGroup Req_Type HostGroup Inspector Level SchedType Interval NextRunTime
MC_ CLERNUP REQ UTILITY COMMANDHOST UTILITY LVvL1 REPEAT hi0e 19980401 . 175500 j
RCSCL EANUP RE(Q LAUNCH ALLHOSTS CONFIG LVL1 REPEAT hid& 19980401 . 175500
CDT_ALLHOSTS REQ LAUNCH ALLHOSTS CDT LVL1 REPEAT h012 19980401 .180000
ACT_ALLHOSTS RE(Q LAUNCH ALLHOSTS ACT LVL1 REPEAT hoi12 199804001 . 190000
PSI_ALLHOSTS REQ LAUNCH ALLHOSTS PSI LvL1 REPEAT dool 19980401 . 220000
BAT ALLHOSTS RE(Q LAUNCH ALLHOSTS BAT LVL1 REPEAT d007 19980405 . 020000
0SP_ALLHOSTS REQ LAUNCH ALLHOSTS nsp LVL1 REPEAT dio7 19980405 . 210000
PSIZ2 ALLHOSTS RE(Q LAUNCH ALLHOSTS P51 LVL2 REPEAT d007 19980405 . 230000

Figure 3-9. JCDB Management Window.

From the JCDB Management window, JobGroup entries can be created (Cr eat e New Job),
edited (Edi t Sel ect ed Job) or deleted (Del et e Sel ect i on) by sdecting the JobGroup
entry and pressing the appropriate button.

Editing and creeting a new JobGroup are essentialy the same function and use the same editing window.
Figure 3-10 shows the JobGroup entry window. Each JobGroup must a have unique name (Job
Name). If anew JobGroup entry is created using an existing Job Name, SPI-NET will overwrite the
exigting JobGroup Entry with the new JobGroup information. New JobGroups can be created by
editing an existing JobGroup and changing the Job Name, or by being created from scratch. The
HostGroup, JobType, and Leve define what tool will be executed on the selected HostGroup. The
JobTypes include the sx SPI-NET tools along with the UTILITY and CONFIG functions. UTILITY
and CONFIG are cleanup functions that remove al unnecessary SPI-NET files older than a specified
age (3days). The UTILITY function applies to the command host while CONFIG appliesto the
remote agent portion of SPI-NET. The ingpection schedule is set by using a SchedType of ether
SINGLE or REPEAT. For REPEAT entries, an | nt er val must be specified in days (dnnn), hours
(hnnn) or minutes (mMnnn) where Nnn is a zero-padded three-digit number. TheNext Run Ti ne
field indicates when the JobGroup is next scheduled to be processed. The format is
YYYYMMDD.hhmmss. Theinsartion of theterm ASAP in thisfield will cause the JCS to processthis
JobGroup at its earliest convenience. The operator viathe Subm t Ent r y button accepts new
entries and changes to the existing JobGroups.
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Submit Entry' Clear Fields| Cancel Edit

selected JobHame |CDT_."-".L LHOETS

HostGroup l.ﬁ.LLHDSTS JnhTypelCDT LeveIILVU
SchedTypelHEPE.-‘-‘-.T Interval hilz Hext FlunTlme|1 9930331.160000

Figure 3-10. JobGroup Entry Screen.

After pressngtheSubmi t  Ent r y button, the new or modified JobGroup entry isreflected in the
listing of JobGroup entries. However, in order to finalize the changes, the operator must use the
Comm t JCDB button to write the changes to the database. TheRet ri eve JCDB button
retrieves the current active JCDB, and can be used to confirm that changes to the JCDB were properly
written. TheSort Cri t eri a button isused to adjust the JobGroup listing to sort the itemson a
different criteria. The JobGroup listing can be sorted by JobGroup, Inspector, HostGroup, and by
Next Run Time,

3.4.6 SPI-NET Reports.

To access the SPI-NET reports, the Report Listing must be active (Opt i ons - > Toggl e
Report Listing). SPI-NET hastwo report listings, Incoming Reports and Archive Reports.
Theseligingsaretoggled by theLi st | ncom ng andLi st Ar chi ve toggle button. Double
clicking on a specific report, which brings up the Report Generator Display window, accesses reports.
A “recent” report (List Incoming) can be archived or printed from the Report Generator Display. An
archived report (List Archive) can be printed or deleted from this same window. An Archived report
can aso be viewed and accessed via the system by accessing the

.../spin-1.01/binm/D/repg/archivel directory.

A “patch” to SPI-NET, the autoReport script, provides amethod to have reports from the Incoming
Reports section sent, viaelectronic mail, to adesignated recipient. The particulars on obtaining,
ingaling, and using this script can be found in Appendix C: The autoReport Feature.

It should be strongly noted thet, by default, reports older that three days old will be removed from the
List Incoming display if they are not archived. Changesto this setting can be made by editing the
MC_CLEANUP and RCSCLEANUP JobGroup entries.

3.5 Configuring & Executing the SPI-NET Todls.
Each of the six SPI-NET security tools has specific configuration parameters and usage ingtructions.
Each tool will be discussed, and the configuration parameters explained, in the following paragraphs.

3.5.1 Access Control Test (ACT).
The ACT examines the sequential dependenciesin UNIX access contral files and permissionsto
attempt to obtain agod (target) usng agiven initid condition. Using atarget and initid condition set by
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the operator, SPI-NET uses arule base to determine “ Can | get there from here?” Some sample goals
may indude

To gain the ability to modify a specified file.
To gain the ability to execute commands with the authority of agiven User.
To gain the ahility to execute commands with the authority of a given Group.

Asseenin Figure 3-11, theoperator must setan Il niti al State and a Target Goal .
A smadl explaretion, of the syntax used, is required to properly understand these parameter entries.

Target Goal and Initial State For both the Initial State and Target God, one of six object types must
be selected. These object types identify the nature of the Initial State and Target Godl. The six-object
types and associated syntax are:

UID=<number> User Identifier
U=<user> User Name
GID=<number> Group Identifier
G=<group> Group Name
FR=<file> File Read
FwW=<file> File Write

For the Target Goal some sample gods may be:

UIiD=0 Achieve root equivdent status

U=root Become root user.

GID=10 Become a member of group with GID=10
G=gaff Become amember of the staff group
FR=/etc/passwd Achieve permission to read /etc/passwvd
FW=/etc/passwd Achieve permission to write to /etc/passwd

The default Target God is“UID=0". For the Initia State some sample states may be:

UID=109 User with identifier 109

U=joe User with name “jo€e”’

GID=32 A member of group with identifier 32
G=users A member of group “users’
FR=/etc/passwd Ability to reaed thefile /etc/passwd
FW=/etc/hosts Ability to write to file /etc/hogts

The default Initid Sateis“U=World"
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RuleBase. Thefidd Rul e Base definesthelocation of the ACT rulesfile. Thedirectory .../spin-
1.01/D/datalact/ contains the trangition rules that the ACT utility usesto generate intermediate subgoas
inits quest for the target god.

Exit on First Success Path ? If sdlected ( Yes) , ACT will report the first vulnerable path (access
dependency chain) discovered and exit immediately. If No is sdected, ACT will search out and report
ALL vulnerable paths.

=] Jo=5

} } HID_000001 rtrp. hoisec. army . nil

ACT _LVL1.HID_ 000001

"U="WORLD"

e
vl ol

Figure3-11. ACT Parameter Screen.

The following is asample report that highlights the form and possible findings available from using the
ACT tool. Note that the report has been edited for space and contents.
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TARGET HOSTS REPCRTI NG

Host Nane Met hod

rtrp ***  FWE/ et ¢/ passwd *
ant U D=0 * TARCGET

rtrp ***  FWE/ et ¢/ passwd *

ant U D=0 * TARGET

ACT REPORT SUMVARY:

FrREFFFFAAAEE*X SPI-NET 1.0 ACCESS CONTROL TEST REPORT

****%* REPORT | DENTI FI CATI ON SECTI ON *****

Host Narre Start _Ti neSt anp Fi nal _Ti neSt anp El apsed_Ti ne

rtrp 10080401 141542 19980401 141542 00s

TARGET HOST SPECI FI CATI ON:

Host Narre CS _Type CS_Nane CS_Versi on Har dwar e

rtrp WX snes 551 gope

I NSPECTI ON PARAMETER SPECI FI CATI O\

Host Narre I nspect or Pat hibde Rul eBase Assunption  Target Goal

rtrp AT AlPaths  act.rules  FWletcipass UDO
wd

*¥rx&xx SECURI TY FI NDI NGS SECTI ON *****

VULNERABLE PATHS DETECTED:

Host Nare Tar get Tar get Nane Rel ati onship  Agent Agent Nane

rtrp WerlD UDO Vilnerable_To File W etcl pass

wd

FR=/ et c/ passwd * grant U=sntp * gr

FR=/ et c/ passwd * grant U=root * gr

R R R S S R R R R Sk

3.5.2 Binary Authentication Tool (BAT).

The BAT checks the authenticity of system objects against a Message Digest 5 (MD5) checksum of
those objects. The vendor provides the MD5. However, thereis limited gpplicability. The checksum
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tables have not recently been updated to account for the newer operating systems. Currently support is
limited to:

IRIX 5.2/5.3
Sun0S4.1.2-4.14
Sun0S 5.3/5.4
Ultrix 4.4

3.5.3 Change Detection Tool (CDT).

The Change Detection Tool, probably the most important tool offered by SPI-NET, is used to track
changes to important system files, user/group accounts, and related system attributes. The purpose of
thistracking is twofold: to help detect intrusons and to warn the System Administrator when the
atributes of systlem critica files have been inadvertently modified during routine adminidrative actions.
The CDT can be used as asmpleintrusion detection system when used in aregular manner. When the
CDT tool isrun it compares the current file system againgt a previoudy generated basdine sngpshot of
the file sysem. A basdine sngpshot can be performed at ingalation time or by running aLevel 0 CDT.
A Levd 0 sngpshot must be created before running CDT Levels 1-3. Ascan be seenin Figure 3-12,
the two mgor file specifications are the CDT MetaSpec File and the CDT DataBase File. The CDT
MetaSpec File contains specific information about what is to be checked on the file sysem. The CDT
DataBase File contains the basdline data againgt which afuture CDT comparison will be performed. It
should be noted that a new snapshot would overwrite any previoudy created baseline snapshot for any
particular MetaSpec File and DataBase File. Multiple M etaSpec/database file pairs can be used on a
system to help divide the workload.

NOTE: For any CDT template used by a system, the MetaSpec file and the database file must be a
matched pair.
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Ea] [e=30

= ..

CDT LYL1.HID_000001

| imspoetor(|"cor taver [ s masto [o_ooovor

Figure 3-12. CDT Parameter Screen.

The heart of the CDT configuration islocated in the CDT MetaSpec File and can be accessed through
the MetaSpec Editor (Edi t Met aSpec). Figure 3-13 shows the basic layout of the CDT
MetaSpec Editor. The CDT MetaSpec Editor consists of three primary areas. From the top these
aress are;

1) MetaSpec File & Target Host Selection area. In this areathe Target host is selected and the
MetaSpec file identified. When an existing MetaSpec File is sdected, the contents of thet file are
represented in the MetaSpec Entry Selection area.

2) MetaSpec Entry Selection area. This area displays the current MetaSpec entries for the

sected MetaSpec file. Sdlection of specific entry lines, will display the entry specifics in the MetaSpec
Entry Editing area.
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3) MetaSpec Entry Editing area. Thisis an areawhere the line entries, used in the MetaSpec,
can be created, modified, or deleted. It isin this areathat the actua MetaSpec datais defined.

8 FILE cglpu

—

= e e L L

Figure 3-13. MetaSpec Editor.

Making changesto a CDT MetaSpec file are smple and straightforward if the proper procedures are
used. Thefollowing steps are included to demonstrate how to make changes to the CDT MetaSpec
Fle

1) Selected a Target HostID.

2) Select aCDT MetaSpec File.

3) PressEdit Fileto apply MetaSpec file data to the MetaSpec Entry Selection area.

4) Sdect the MetaSpec line entry for editing by ether double clicking the entry or sdlecting the
entry and pressngthe Edi t  Ent r y button. New MetaSpec entries can be created by
ather editing an exiging entry or inputting the data directly into the MetaSpec Entry Editing
area

5) Edit the MetaSpec entry as desired. More details on thisto follow.

6) PressSubnit Ent ry togpply changes.

7) PressSave Fi | e tosave changesto the MetaSpec File.

8) PressDepl oy Fi | e toapply changed/new MetaSpec File to the sysem (command

host or remote host).
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Now that the genera ingtructions have been discussed, the next item isto briefly discuss the MetaSpec
Fle and the format of the entries. The MetaSpec File is essentidly atext file congsting of a collection of
MetaSpec line entries. Each entry has three required fields and an optiona field as shown:

Type WarnSpec Target [Exceptiong]

Type indicates what type of object isbeing examined. The three allowable types are File, User, and
Group. A Filetypeis used to identify file and directory items that are to be monitored for change. The
User and Group types are used to identify those users, or groups, that are to be monitored.

WarnSpec (Warning Specification) defines the change detection attributes that are to be activated. For
each type of metapec entry there are aunique set of change detection attributes.

Target indicates thefile, user, or group that isto be examined for possible changes. Wildcards are
availablefor al three MetaSpec types. Type, User, and Group can use the wildcard ALL to indicate all
usersor dl groups. Type File can use standard UNIX wildcards to help define files and directories for
monitorship.

Exceptions dlow the user to omit particular files, users, or groups from the defined Target. Since
wildcards are dlowed in the Target specifications, the Exceptions area dlows the operator the omit
specific files from a wildcard.

Now that the basics have been explained lets more closdly examine each of the MetaSpec types and
associated warnspecs.

File Type. Figure 3-14 shows the MetaSpec Entry Selection and MetaSpec Entry Editing areas for
MetaSpec entry of type FILE. For the type FILE, the alowable change detection attributes are:

(@ AccessTime (u) UserlD

(¢) Change Time (9) GrouplD

(m) Modifiy Time (p) Permissons

(d) Mgor Device (9 FHleSze

(i) Inode Number (t) Xsum Length (Checksum Length)
(1) Link Count (X) Xsum (Checksum)
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Figure 3-14. File MetaSpec Entry.

Targetsfor thisfile type are specified as either specific files or specific directories. However, if a
directory is specified it does not include the filesin that directory. To specify dl thefilesisadirectory
use a gandard UNIX wildcard such “/bin/*”. The “*” wildcard can be used to specify any file(s) as
desired.

User Type. The Warning Specifications for the User Type are much simpler than those associated with
theFile Type. Figure 3-15 shows the MetaSpec Entry areas for the MetaSpec type of User. For the
type USER, the dlowable change detection attributes are:

() UserlD () LoginDir
(9 GrouplD (9 Default Shell

Figure 3-15. User MetaSpec Entry.
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Targets for the User MetaSpec type are either specific user names, or the keyword ALL, which
designates dl users.

Group Type. The Warning Specifications for the Group Type are very smple. Figure 3-16 showsthe
MetaSpec Entry areas for the Group Type. For the type Group, the alowable change detection
attributes are:

(9 GrouplD (m) Members

Figure 3-16. Group MetaSpec Entry.

Targets for the Group MetaSpec type are either pecific group names or the keyword ALL, which
desgnatesdl groups.

Now that is has been shown how the MetaSpec types and warning specifications are defined, lets
spend alittle time on the MetaSpec Entry Editing functions. Figure 3-17 shows the MetaSpec Entry
Editing area. In this areathe operator is alowed to specify the Entry Index (number), the Object Type
(Fle, User Group), the Warning Specifications, and the MetaSpec Targets and Exceptions. The Edi t
| t emfied dlowsfor the creation, modification, or deletion of MetaSpec Target and MetaSpec
Exception information. This is accomplished by inputting the informetion into the fidld and using the
Edit Target, Delete Target, Make Target, Edit Exception,

Del et e Exception or Make Excepti on buttonsas appropriate.
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Figure 3-16. MetaSpec Entry Editing Area.

The following is asample report thet highlights the form and possible findings available usng the CDT
tool. Note that the report has been edited for space and contents.

kkkkxkkkkkrx % SP| - NET 1.0 CHANGE DETECTI ON REPORT *** %% %%k 4%k kkkkkkkkk kA Kok k &k k
*x%%* REPORT | DENTI FI CATI ON SECTI ON *****

TARGET HOSTS REPORTI NG

Host Nane Start _Ti meSt anp Fi nal _Ti neSt anp El apsed_Ti me

rtrp 19980406. 135140 19980406. 135146 06s

Host Nane CS_Type CS_Nane CS_Ver si on Har dwar e
| NSPECTI ON PARAMETER SPECI FI CATI ON:

Host Nane I nspect or Dat abase Name Met aspec File
rtrp coT spi _cdt _dat abase cdt _neta. spc

**x* SECURI TY FI NDI NGS SECTI ON *****

*** F| NDING = ADDED ***

Host Type |tem Nane Activity
rtrp FILE /etc/hosts.equiv ADDED
rtrp CGROUP t est ADDED
rtrp USER userl ADDED
rtrp USER user2 ADDED
rtrp USER user3 ADDED

**%* FINDING = CHANGED ***

Host Type |tem Name Attribute New Val ue a d_Val ue
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rtrp FI LE
rtrp FI LE
rtrp FI LE
rtrp FI LE
rtrp FI LE
rtrp FI LE
rtrp FI LE
rtrp FI LE
rtrp FI LE
rtrp FI LE
rtrp FI LE
rtrp GROUP
rtrp GROUP

SUMVARY OF FI LE

/.profile CheckSum
/.profile ChangeTi me
/.profile FileSize
[ etc/group | nodeNunber
/etc/inetd.conf Perm ssions
/etcl/inetd.conf ChangeTine
/etc/rcO G oupl D
/etc/rcO ChangeTi me
/ sbi n/ mount Omner | D
/ sbi n/ nount G oupl D
/ sbi n/ nount ChangeTi me
bi n Menber Li st
scty Menber Li st
CHANGES:
Added Deleted Changed
1 0 20
CHANGES:
Added Deleted Changed
3 0 0
Added Deleted Changed
1 0 2

3124C2D8551D29F
E8DADFD465568
88FE

19980406. 135043

169

37876

-TWKF--T--

19980406. 134821

3

19980406. 134454

0

103

19980406. 134554

"root","hbin","d
aenon", "dreed

"t hendy", "dr eed
","jcrow ey",
"cruther"
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085A408D0QFA7412
E5896B3BAE041
5128

19970716. 125918

154

37975

STWTr--T--

19980224. 122019

1

19970702. 143251

2

2

19970701. 094731

"root","hbin","d
aenon”
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3.5.4 Configuration Query Language (COL).

3.5.5 Password Security Inspector (PSI).

323

The Configuration Query Language is hot a true security tool like the others associated with SPI-NET.
Instead, CQL is scripting language that alows the operator to create and implement system checks that
are you unigue to that system or an application on that system. Aswill be seen later on, the primary
gystem testing routines used by the QSP are developed using CQL scripts. Similar routines and checks
can be developed by the operator as required. The specifics on how to write, and develop these
scripts, are outside of the scope of this document. For more information about CQL please refer to the
SPl Reference Manual.

The PSl isatool that examines the password file for weak and exploitable password entries. PS|
attempts to crack passwords using variants of words from the user’s password entry and by using
various dictionary schemes.
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Figure 3-18 shows the parameter screen for PSI. The lower right hand corner of the screen shows the
parameter options for the Password Security Inspector.

Dictionary Level. PSl supportsthree dictionaries. These are the Locd Dictionary, the Trivid
Dictionary, and a Full Dictionary. These dictionaries can be found in the directory .../spin-
1.0V/binr/D/datalpsi/.

Locd Dictionary Empty at ingtdl, theloca dictionary can hold operator selected words,
acronyms, €tc.

Trivid Dictionary Thetrivid dictionary includes common items not found in anorma or
full dictionary. These itemsincdude names, insults, and popular
characters.

Full Dictionary Thefull dictionary isasmple English dictionary with approximatdy
30,000 words.

The Dictionary Level parameter is defined asfollows:
Levd 1- Apply only Loca Dictionary
Levd 2 - Apply Locd and Trivid Dictionaries
Leve 3- Apply Locd, Trivid, and Full Dictionaries

Reverse Dictionary Words ? Sdlecting Yes causes PSl to additiondly test the reverse of each
dictionary word used in the crack attempt. Sdlection of this option will double execution time.

Up-Case Dictionary Words ? Sdecting Yes causes PSl to also test the Uppercase of each
dictionary word used in the crack attempt. Selection of this option will double execution time.

Display Found Passwords ? Sdlecting Yes alows the bad passwords to be printed in the output
report. Selecting No causes the report to only print <MATCHED> instead of the actua password.

Use and Update a Logfile ? Employing alogfile avoids the retesting of passwords that are unchanged
from the previoustest. Using alogfile dso enables the usage of password aging. If the use of alogfileis
selected (Yes), alogfile name must be entered inthefidd Passwor d Logfi | e Name.

Check Password Aging ? Sedlecting Y es causes PSl to check the age of the password againgt the
passwvord logfile. Anagelimitin daysmust besstinthefidd Age Lim t.
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Figure3-17. PSI Parameter Screen.

The following is asample report that highlights the form and possible findings available from using the
PSl tool. Note that the report has been edited for space and contents.
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khkkkkkkhkdkhkhkx SP' _NE'I' 1.0 PASSVVRD I’\lSPEC'I'IO\I REPO?‘I- R R R S S R R R R Sk

===== REPORT | DENTI FI CATI ON SECTI ON

TARGET HOSTS REPCRTI NG

Host Narre Start _Ti neSt anp Fi nal _Ti neSt anp El apsed_Ti me

rtrp 19980406. 071435 19980406. 071628 01m 53s

Host Narre CS _Type CS_Nane CS_Versi on Har dwar e

I NSPECTI ON PARAMETER SPECI FI CATI ON:

Host Narre Inspector User Database Pswd Log File Dictionaries

rtrp PSI - NAV- passed_| og psi _dict.full

*** FINDI NG = BAD_PASSWD ***

Host Narre Subj ect Account _Nane Activity Passwor d
rtrp USER nr eed BAD _PASSWD <NULL>
rtrp USER pdybvi g BAD PASSWD <NULL>
rtrp USER webuser BAD PASSW password

*** F| NDING = NEW ACCT ***

Host Narre Subj ect Account _Nane Activity
rtrp USER jcrow ey NEW ACCT
rtrp USER pdybvi g NEW ACCT
rtrp USER t hendy NEW ACCT

*** FINDING = ROOT_PRIV ***

Host Narre Subj ect Account _Nane Activity
rtrp USER root ROOT_PRI V
rtrp USER sntp ROOT_PRI V

PASSWORD | NSPECTI ON SUMVARY:

Host Nane BadPasswords Nul | Passwor ds Root Accounts Account sTest ed
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rtrp 3 2 2 21
G andTot al s 3 2 2 21

3.5.6 Quick System Profile (QSP).

Figure 3-19 shows the parameter screen for QSP. The QSP uses hundreds of specialized tests that
check the operating system and file system for vulnerabilities. QSP contains the bulk of the tests
performed by the program Computer and Oracle Password System (COPS) that are not covered by
other SPI-NET tools. QSPisaCQL script that islocated at /spin-1.01/binr/D/cgls/cgl_gsp_ck.
Those with sufficient experience with UNIX and CQL scripts can adjust QSP to better suit the needs of
the system. Some of the standard QSP tests include:

Permissions - files and directories

cron files - pathnames and writability

[etc/rc* - pathnames and writability

. Anonymous FTP - home directory not root

ftpusers - dl root equivalent accounts

Users - home directories, dormant users, configuration files (.rhogts, .profile, etc)
. Groups - duplicated names, GIDs

. Passwords - fidds, duplicates, null

SQ "0 o0 T

Include Check for Group Access ? The standard QSP performs many checks for “world” access
permissions but does not check for “group” access permissons. Selecting Y es causes QSP to include
“group” checks aong with “world” access permisson checks.

Scan Entire Disk for Vulnerabilities ? Standard QSP only checks selected system files and services.
This option checks for other vulnerabilities that may exist outside these sandard checks. These
additiona checksinclude:

1) Filesowned by unknown users or groups.

2) Fleswith suspicious names.

3) World writable Set-UID binaries.

4) All Set-UID shell stripts.

5) Any “device’ files not located in the systems /dev directory.
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o

Figure 3-18. QSP Parameter Screen.

Thefollowing isasample report that highlights the form and sample findings available using the QSP
tool. Note that the report has been edited for space and contents.
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kkkkkkkhkkkhkhkkkx SPI_NEI' 10 SYSTEM PRG:I LE REPOQ'[' khkkkkhkhkhkhhkhkhkhkhhkdxhkhkhkhkhkdrhhkxxxx

===== REPORT | DENTI FI CATI ON SECTI ON

TARGET HOSTS REPORTI NG

Host Nane Start _Ti neSt anp Fi nal _Ti meSt anp El apsed_Ti me

rtrp 19980406. 090555 19980406. 090602 07s

Host Narre CS_Type CS_Nane CS_Versi on Har dwar e

| NSPECTI ON PARAMETER SPEC! FI CATI ON:

Host Nane Inspector CQ Script Par anet ers

*** Bad PERM Value -- Vulnerability ***

The following inportant files or devices were found to be either
witable or readabl e by group or world, as indicated. |n sone of
these cases, the file was flagged because it was referenced within
a root auto-exec or boot-up script (e.g., /etc/rc.boot). These
scripts should be exanmined to assess their dependency upon the
indicated file.

Host Nare Nane Bad Val ue Comrent

rtrp / dev "drwxr wxr - x" shoul d not be group witable
rtrp /etc "drwxr wxr - x" shoul d not be group witable
rtrp /etc/default "drwxr wxr - x" shoul d not be group witable
rtrp /var/ mai | "dr wxr wxr wt " file listed inrc boot file ( /

etc/rc0.d/ K57sendmail ) is wo
rld witable

*** Request |D=ftp_service ***

If a system provi des an anonynous FTP service, the ftp directory
shoul d be owned by root, and its subdirectories (bin, pub, etc,)
shoul d not be world witable. |In addition, there should be no
root or root-priviledged ftp accounts. A systemfile called
"ftp.deny" should contain the names of all accounts which are

not to be ftp accounts. (Perversely, this file is actually nared
"ftpusers" on sone systens.)
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Host Nane Narre Pr obl em Conmrent
rtrp letc/ftpusers NCEXI ST ftp users file /etc/
ftpusers shoul d ex
i st

***x Request |D=cnd_shell ***

System accounts (non-1login accounts) should not have an enpty shel
field. Set enpty shell fields in the password file to "/bin/false"

Host Nane Account Pr obl em Comment
rtrp I p SHELL Enmpty shell field. Use /bin/false
rtrp nobody SHELL Enmpty shell field. Use /bin/false

**x Eval |D=groupdb_test ***

Few i nstal | ati ons enpl oy group account logins, but it is still a
good precaution to "star-out" (*) the group password fields.

Host Nane File Pr obl em Conment

rtrp /etc/group check_grouptab G oup scty has no password
rtrp /etc/group check_grouptab Goup staff has no password
rtrp /etc/group check_grouptab G oup sys has no password

*** Eval |D=userdb_test ***

This section will report user accounts that are either ill-formed
or otherw se represent poor security practice. A common warning
i nvol ves nul tiple user accounts assigned the same user-id. One
shoul d ensure that individual users are assigned uni que user-ids.
(Exception: root users (uid=0), but these should be minimzed.)

Host Narre File Probl em Coment
rtrp /etc/ passwd check_usertab User sntp has uid=0 and is not
r oot

*** PRI VI LEGED USERS ***

The follow ng user accounts are root-equival ent.

Host Narre User Nane Conmmrent
rtrp "root" This user has a root account
rtrp "smtp" This user has a root account

3.6 Remote Hogt Configuration & Security Domains.
In this section we will discuss how to create, and add hogts, to the security domains.

330




TR No. AMSEL-IE-EA-98142
June 1998

SPI-NET can use security domains to control and manage the SPI-NET tools on the command hogt,
and on affiliated remote hodts. In a standa one implementation, a security domain of just the command
host is automatically creasted. To add aremote host to a SPI-NET security domain, five additiond
tasks must be accomplished. These are:

1) The remote host must know the hostname of the command host. Thisis usudly done as part
of the installation process.
Thisinformation islocated in file /spin-1.01/binr/D/HOSTINFO/Host_Table. The command host is
dwaysidentified as HID_00001.

2) A HostID mugt be assigned to theremotehost usingt he Donmai ns - > Assi gn
Host | Ds. The command host is always assgned HostID HID_000001. Figure 3-20 shows the
Hogt ID Assgnment window. To assign aHostID, enter the remote host information (HostID and
Hogthame) inthe Cur r ent  Ent r y area. HostIDs have the format HID_#### and each host in
the security domain must have aunique HostID. Usethe Subni t - Ent r y button to apply the new
entry to the SPI-NET Host Table. To save the changesto disk, select the Commi t  Tabl e button.
Changesto the SPI-NET Host Table can be confirmed by sdectingt he Rer ead Tabl e button
that rereads the SPI-NET Host Table from disk.

JCS PASSIVE MCS PASSIVE

dose| _tew |

HID_000002 security 2. hoisec.army.mil _

S

e sy |
=
e ]

Figure 3-19. Assigning HostlDs.

3) Generate aDigitd Signature Standard (DSS) certificate for the remote host usng Dormai n
- > DSS Certificates. Figure 3-21 showsthe SPI-NET Certificate Manager thet is used to generate
and expire DSS certificates. DSS certificates, for remote hosts, are generated by first selecting the
HostID (double click) so that the remote host appearsinthe Tar get Host | Ds area. Second,
sect the remote HostID fromthe Tar get  Host | Ds area. Third, pressthe

331



TR No. AMSEL-IE-EA-98142
June 1998

Generate/ Assign Certificates buttonto create new certificates for the remote host.
With the DSS certificate generated, new entries for the remote host should appear in the Cur r ent
Certificate Listings aea If needed, existing certificates for a specific host can be
EXPIRED usngthe Expi re Assi gned Certifi cat e button.

4) With DSS certificates for the remote host generated, specific public and private keys must
be transferred from the command hogt to the remote host. Specificaly, move the remote hodts private
key (crt_######.prv) from the command host to the remote host where ##### is the HostID number
of the remote host. Also copy the public key (crt_000001.pub) from the command host to the remote
hogt. The keys should be taken from the command hogt, from the following directory .../spin-
1.0/binm/D/CERTINFO/ and placed in the remote hogt, from the following directory .../spin-
1.01/binr/D/ICERTINFO/.

[cose] _tep |

| ¥
i HID_000002 security? hogisec. army.mil
GeneratefAssign Certificates

Figure 3-20. DSS Key Generation.

5) Ladtly, with the DSS certificates generated, and the keys transferred to the correct locations,
it istime to add the remote host to a HostGroup or HostGroups. Hogts are assigned to Host Groups
uingDomai n -> Defi ne Host Groups asshow in Figure 3-22. To add aremote host to
the HostGroup, (1) select the HostGroup (Def i ned Host G oup area) to which the remote
hosts isto be added or enter anew HostGroup inthe Sel ect ed Host Gr oup fied; (2) sdecta
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host from the SPI-NET Host Table; (3) press<< Add << to add the remote host to the sdlected
HostGroup; (4) Press<< Accept to accept changesto the HostGroup entry. To remove ahost
from a HostGroup, select the HostGroup, select the host to be removed from theHost Gr oup
Menber s lig, press>> Del et e >>, andfindly press<< Accept to accept the deletion.

JCS PASSIVE MCS PASSIVE

eonnl

=
Select > | _Delete | << ccent|

|2

Figure 3-21. HostGroup Assignment.

3.7 Recommendations. Since SPI-NET has avery good built-in scheduling festure, the SPI-NET
security tools can be run at anytime without operator intervention. The following are the defaults that
are created upon ingdlation for the running of the SPI-NET tools:

CDT Every 12 Hours
ACT Every 12 Hours
PSI Every Day
BAT Every 7 Days
QSP Every 7 Days

These are good starting points for the tools. However, usage of the tools must be adapted to suit the
system on which they are being run. Additiondly, it is of little good to have the tools running if the
reports are not reviewed by an operator or System Administrator.
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4.0 Transmisson Control Protocol Wrapper.

TCP Wrapper isacommonly used, publicly available, security tool that creates a host-based firewall for
your system. Through the usage of TCP Wrapper, the user can control and log which hosts have
access to which services on your system. With this package System Administrators can monitor and
filter requests for systat, finger, FTP, Telnet, rlogin, rsh, exec, TFTP, talk and other network services.
TCP Wrapper dso provides alogging capability to many network servicesthat are not normally
provided by the system.

4.1 Basic Festures.

TCP Wrapper isaprogram used to help shidd systems from suspicious and malicious network
intrusons. The TCP Wrapper has no impact on authorized users and does not require any changes to
exiging systems software code. Only minor changes to severd system configuration files are required.
TCP Wrapper runs in the background and has a minuscule impact on system performance. The TCP
Wrapper program does not exchange any data with the network client or server processes, making the
process more secure. TCP Wrapper can be configured to send its data to the sydog for logging, and
can be used in conjunction with the swatch utility to provide active monitoring of network access to the
sysemin red-time.

4.2 Operating Basics.

In smple terms, TCP Wrapper acts as a gate guard checking al incoming connection requests against
the accessrogter. All connection requests are logged whether they are dlowed or denied. Those
connection requests not on the access list are refused entry while those on the access list are escorted to
their intended destination/service. Technicaly, through changes in the inetd.conf file, TCP Wrapper is
logicaly placed between anincoming connection request and the actud service being accessed. When
a sarvice connection is requested, TCP Wrapper is started and the following actions occur:

1) TCP Wrapper compares the incoming Internet Protocol (1P) address and requested service
with an access ligt to seeif this host/service combination should be dlowed or denied. If it isdenied,
TCP Wrapper will drop the connection.

2) TCP Wrapper can optiondly send a“banner” to the connecting host. Banner message sent
can vary depending on whether access was alowed or denied.

3) Theresults of the connect action are logged using the sydog service.
4) Any “denied” connections are now dropped. For connections that are to be alowed, TCP
Wrapper callsthe “real” network daemon using the sameinitid parameters presented to TCP

Wrapper. At this point, the real network daemon begins activity and TCP Wrapper is no longer
involved.
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Access contral is accomplished through the usage of two specid files, hosts.allow and hosts.deny.

These files contain the access ligts for the systems. Each file congsts of a series of entries detailing
which host and service combinations are alowed or denied access.
In addition to the basic TCP Wrapper gpplication, two additiond utilities are included in the ditribution
that aid the Systlem Administrator in managing the TCP Wrapper gpplication. These utilities are
tcpdchk and tcpdmatch. The tepdchk utility will scan through your inetd.conf and TCP Wrapper
configuration files for common problems and errors. The tcpdmeatch utility dlows the System
Adminigtrator to test hosts/service pairings againgt the access control logic to determine whether the
host/service combination will be alowed or denied.

4.3 Inddlation

TCP Wrapper is the most difficult and intrusive of the three mandated UNIX C2 Protect Toolsto
ingdl. In order to properly install TCP Wrapper, changes are required to the Makefile to tailor the
executables to the system. In addition to the tailoring of the Makefile, modifications are required to the
sydog and inetd configuration files. Even though pre-compiled binaries of TCP Wrapper may be
available from various sources, it is not advised that these be used. Firg, pre-compiled binaries are not
tuned to your system and do not have al of the recommended modifications. Secondly, TCP Wrapper
isdigtributed in an uncompiled or source code format. Any pre-compiled distribution was made by an
unknown entity, with unknown trugt.

The following steps detall a processthat will perform a complete ingtalation of TCP Wrapper which
include unpacking the source code, modifying the Makefile, building the executables, and editing the
sydog and inetd configuration files. The additiona steps required to start and implement TCP Wrapper
are covered in Section 4.4 Implementation.

1) Download the source codefile (tcp_wrappers 7.6.tar.gz) from the ASSIST's FTP site or other
suitable location. The most current version of TCP Wrapper isverson 7.6. Since TCP Wrapper will
cregte its own sub-directory as part of the indalation process, place the file in a directory under which
you will want thistool to be created. For the purposes of this guide the directory /secure will be used as
an example.

NOTE: The sub-directory created is not permanent and can be removed after successful ingtalation if
desired.

http://www.assist.mil OR
ftp://ftp.assist.mil/pub/tools/tcp_wrappers/

2) Uncompressthe TCP Wrapper file using the gppropriate command:

uncompress tcp_wrappers_7.6.tar.Z OR
gunzip tcp_wrappers_7.6.tar.gz
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3) Extract the source code from the tcp_ wrappers archive file (tcp_ wrappers 7.6.tar) Note that a
tcp_wrappers subdirectory will be created as part of the extract process.

tar -tvf tcp_wrappers_7.6.tar View archive and check for archive integrity
tar -xvf tcp_wrappers_7.6.tar Extract contents of the archivefile

Change directory to tcp_wrappers 7.6
cd tcp_wrappers_7.6

4) Read the README file. The README file explains how TCP Wrapper works, where the logging
information goes, and options that can be complied into the executables.

5) Copy the origind Makefile to ancther file name, and keep the origina copy.
cp Makefile Makefile.orig

6) Do achange mode on Makefile. Thiswill dlow editing of the Makefile.
chmod 744 Makefile

7) Modify the Makefile using the editor of your choice.
vi Makefile

There are two ingalation sectionsin the Makefile. These are the Advanced ingtdlation areaand the
Easy inddlation area. For our purposes, we will use the Advanced ingtallation procedures. The
Advanced ingalation option cals for the vendor- provided daemons to be left done, and the inetd.conf
fileto be edited. In doing an Advanced ingalation, the TCP Wrapper must know the default directory
of where the red network daemons are located 0 that they can be caled and execute upon a
successful connection to the system. The default network daemon directory is specified by the
REAL_DAEMON_DIR.

Uncomment the appropriate REAL_DAEMON_DIR linefor your operating system. Specification of
the REAL_DAEMON_DIR ismandatory. If the listed entries do not match your system then an entry
can be edited or added to reflect the location of you system network daemons.

# Utrix 4.x SunCS 4.x ConvexOS 10.x Dyni x/ pt x
#REAL _DAEMON DI R=/usr/etc

#

# SysV.4 Solaris 2.x OSF Al X

#REAL_DAEMON DI R=/ usr/ sbin

#

# BSD 4.4
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#REAL DAEMON DI R=/usr /| i bexec
#

# HP- UX SCO Uni cos
#REAL_DAEMON DI R=/ et c

Next, scroll through the operating system templates area. Find and note the operating system identifier
that correlates to your operating system. The operating system identifiers are located on aline by
themsdlvesfollowed by a“:”. Note the exact spelling of the identifier as thisinformation will be required
later. If your system is not listed (or something does not come close enough), you have to edit the
system dependencies section and do amake other rather than amake system_type

The System Dependencies sections are as follows:

TLI (transport-level interface) support

Differences between ranlib (1) and ar (1) inplenentations
Routines that are not present in the systemlibraries

Sel ection of non-default object libraries

System specific conpiler flags

Wor ki ng around system bugs

Whet her or not your system has NS (or YP) support

VWhet her or not your system has vsysl og()

Read the text in the Makefile and sdlect the appropriate options for your operating system.
If your operating system is listed, continue to scroll down the file, to the section on language extensions.

Uncomment the following line to engble the use of Banners.

STYLE= - DPROCESS_OPTI ONS
Continue to scroll down the file until you get to the line that addresses the logfiles and the sydog facility.

Edit file and make changesto the FACILITY and SEVERITY LEVEL asrepresented below.

Normdly the entry for the sydog facility is FACILITY=LOG_MAIL which would place dl the TCP
Wrapper in the same log area as the mail log items. LOCALO through LOCAL7 are user definable
system fadilities that dlow the Sysem Adminigtrator to label and thus segregate the unique sydog data
into separate log files. If thefacility LOCALO is adready being used by the system, choose another
LOCAL# facility. If you do not utilize LOCALO, note the change and make the corresponding changes
when the sydog.conf fileis edited.

#

FACILITY = LOG_LOCALO #Normally FACILITY=LOG_MAIL
#

SEVERI TY LEVEL=LOG_| NFO #Should be the default
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Continue to scroll down thefile to the section dedling with access control table pathnames:

TABLES= - DHOSTS _DENY=\"/etc/ hosts. deny\" -DHOSTS ALLOW
\"/etc/hosts.all om"

Edit the above entry to change the default placement of the hogts.dlow and hosts.deny files. By default,
the Makefile creates an executable that looks for these filesin the /etc directory. Thisdirectory isvery
large and these files can get logt in the congestion. Making another directory in /etc will alow for ease
of adminigration.

Suggedion:  Use"/etc/wrap/hogts.deny™” and "/etc/wrap/hosts.alow”.

TABLES= - DHOSTS _DENY=\"/et c/ w ap/ hosts. deny\" -DHOSTS ALLOW
\"/etc/wap/hosts.allow"

NOTE: Remember where you are telling TCP Wrapper to look for thesefiles. Thisinformation will be
required later in ingtalation process and as part of the configuration process.

Scroll to the next section that addresses name/address conflicts.

This section asks TCP Wrapper to do a Domain Name Server (DNS) check of the hostnameif the
PARANOID option is enabled. With this option on, connections will be regjected when the hosthame
does not match the host. This option triesto protect againgt hogts that claim to have someone elses
hostname.

By default, this option is enabled. However, if there are any doubts, disable thisoption. To disablethis
option, comment out the line asindicated below.

#PARANO D= - DPARANO D

Scroll down thefile to the following line and uncomment the following line:

KI LL_OPT= -DKI LL_I P_OPTI ONS

NOTE: Thisoption isnot needed for modern UNIX systems that can stop source-routed traffic in the

kernel. However, even if the kernd is performing this task, the usage of this option will not adversely
impact the system.
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Write the changes to the file and quit the editor. At this point, TCP Wrapper is ready to be compiled
using the above options made to the Makefile.

8) To compile the TCP Wrapper executables, type the following at the command prompt:

make system_type Example make linux

system_type correlates to the operating system identifier noted previoudy.
9) The next gep in the configuration process is to move the executables (tcpd, tcpdchk, tcpdmatch) to
letc/wrap/ or other appropriate directory. Additiona copies of tcpdchk and tcpdmatch utilities can be
moved to the directory areawhere the hosts.deny and hosts.allow files are built and tested. Moving
these files, to this additiond location, alows ease of maintenance and adminigtration.

cp /secure/tcp_wrappers_7.6/tcpd /etc/wrap/

cp /secure/tcp_wrappers_7.6/tcpdchk /etc/wrap/

cp /secure/tcp_wrappers_7.6/tcpdmatch /etc/wrap/

At this point, the executables have been complied with the options that you have chosen and now you
are ready to configure the system to work with TCP Wrapper.

10) Theingdlation processis not complete until the system is configured to use TCP Wrapper. The
firs step in this configure action is to make copies your origina inetd.conf file and placethemin
inetd.conf.old and inetd.conf.new. Thiswill preserve your origind configuration (inetd.conf.old) so that
it can be restored if the new version (inetd.conf.new) gets corrupted, destroyed, or does not work.
Copy the inetd.conf file using the syntax below:
Change Directories to the location of your inetd.conf file:

cd /etc

Make copies of the origind inetd.conf file:

cp inetd.conf inetd.conf.old
cp inetd.conf inetd.conf.new

Perform chmod and modify the inetd.conf.new file usng your editor of choice:

chmod 644 inetd.conf.new inetd.conf
vi inetd.conf.new

Since changes are being made to the inetd.conf file, thisisagood time to review the configuration file to
determineif dl of the currently active services are necessary or required by the system.
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Scrall down to the line containing the first service. (eg., FTP)

Decideif thisservice will be used. If thisserviceis not one that will be used or needed, place a pound
ggn (#) in front of that line. Scroll to the next line and evduate.

When you reach aline with a service that you will be using, perform the following steps:

? Insure that the line does not have a pound sign (#) in front of the line.

? Move your cursor to the 6™ field and replace the contents (daemon) with the location (full
pathname) of the TCP Wrapper executable. If the origina 6" field indicates a directory path that is not

the default daemon directory then the full daemon path must be used in the 7" fild. Additiondly, any
daemon options originaly presented in the 7" fidd should be retained by the 7" fidd.

Example
Before Changes

ftp streamtcp nowait root /usr/sbin/in.ftpd in.ftpd
After Changes

ftp streamtcp nowait root /etc/wap/tcpd in. ftpd

NNNNNNNNNNNNNNN

NOTE: /etc/wrap/ was the sub-directory that was chosen to place the TCP Wrapper executables.

As noted previoudy, to override the default directory location of the system daemons (7th fidd), as
specified in the TCP Wrapper Makefile, use full pathnames, such as /usr/shin/in.ftpd.

Continue this process for each service listed in the inetd.conf.new file. 1t should be noted that the
usefulness of TCP Wrapper for User Datagram Protocol (UDP) based servicesislimited. As opposed
to TCP based services, UDP sarvices are not connection oriented and once the service is opened it will
remain open for aperiod of time. Asaresult, anorigina request for aUDP service will be evauated
by TCP Wrapper and alog entry made. However, snce UDP services do not immediately close, any
subsequent requests for that service, prior to closure, may not properly be evaluated and logged by
TCP Wrapper.

After you have completed this process, write your changes to the file and exit.

11) The next step in the configuration processis to add an entry to the sydog configuration file to alow
proper placement of TCP Wrapper log output. First, make copies of our origind sydog.conf file:
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Change the directory to the location of your sydog.conf file:
cd /etc
Make copies of the sydog.conf file:

cp syslog.conf syslog.conf.old
cp syslog.conf syslog.conf.new

Perform chmod and edit the sydog.conf.new file accordingly:

chmod 644 syslog.conf.new syslog.conf
vi syslog.conf.new

Add thefollowing line. (Placethislinein amanner that globd entries (e.g. *.info) do not take
precedence.)

LOCALO. i nfo /var/1log/tcpd. | og

Thisline ddfines the facility, severity level, and location of the TCP Wrapper logfile. LOCALDO refers
back to the change in the TCP Wrapper Makefile. The line entry should be modified to represent a
proper location for the logfile based on your system configuration. Some systems may want to place the
filein the ivarladm or var/fadm/sydog area.

Save the modifications and exit the file.

4.4 Implementation

4.4.1 Initia Operationa Capability.

The following steps outline the procedures needed to bring TCP Wrapper to an initid operationa
capability. Initid operation only starts the TCP Wrapper process and begins the accumulation of
connection datain a TCP Wrapper log file. Initid operation does not include any access control logic
or filtering. Implementation of the access control logic, and associated configuration files, isfound in
Section 4.4.2 TCP Wrapper Operating Concepts and Section 4.4.3 Building Initial Access Control
Files.

1) A logfile must be crested so that sydog can begin writing to the TCP Wrapper log file. Usethe
name and directory location that were specified by the new TCP Wrapper entry inserted into the
sydog.conf.new file. To create the logfile and sat permissions for the tcpd.log, perform the following
commands.

touch /var/log/tcpd.log
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chmod 644 tcpd.log

Be sure to use the full path name of the file, or perform the touch command in the directory you wish the
tcpd.log to resde. After you have performed the touch command, creeting the tcpd.log file, ensure that
the file exigs and has the correct permissons.

2) Prior toinitidly starting TCP Wrapper, the inetd.conf and sydog.conf must be replaced with the new
versions and chmod performed to return the file permission settings back to the origind settings. For
future purposes remember that the .conf.old verson isthe origind verson, .conf.new versonisthe
edited version, while the .conf is the current verson to be used by the system.

cd /etc

cp inetd.conf.new inetd.conf

cp syslog.conf.new syslog.conf

chmod 400 syslog.conf syslog.conf.new
chmod 400 inetd.conf inetd.conf.new

3) To enable the new inetd.conf and sydog.conf files, find the processidentifier (PID) and restart both
the sydogd and inetd daemons using the following commands.

ps -aux grep syslogd : note syslogd pid
ps -aux grep inetd . note inetd pid

The PID for each of these processes will be displayed to the screen.
kill -HUP "pid#" Example: kill -HUP 156

This command tells the sydogd or inetd daemon to reread the configuration file so that the changes that
were made will take effect.

4) Run the tcpdchk utility to examine the inetd.conf file for errors and check the TCP Wrapper setup.
The tepdcehk utility can be run at any time to check the TCP Wrapper and inetd configuration.

cd /etc/wrap/
Jtcpdchk

5) TCP Wrapper should now be operating a avery basic level. With no configuration filesin effect,
TCP Wrapper will accept any incoming network connection as specified by the inetd.conf. However,
TCP Wrapper will log dl incoming connections in the logfile specified in the sydog.conf.

6) Telnet back into the machine from aremote location to test the basic implementation of TCP

Wrapper. After you have entered the system, check the tcpd.log logfile for data. If log entriesexist
then TCP Wrapper was properly ingtdled. In no entries exist, review the ingtalation process to check
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to that the ingtallation procedures where properly followed and ensure that no misspelled or incorrect
data was used in the ingtdlation process.

Before building the configuration files, hosts.allow, or a hosts.deny fileit isa good idea to let
TCP Wrapper run for 3t010 days. Thiswill serve two purposes:

1. Itwill allow you to see what machines connect to your host and what services are being
utilized. Thiswill give you an idea of what services and | P address to place in your
hosts.allow file after theinitial test period isover. You can access thisinformation by
viewing your tcpd.log file.

2. Thisperiod also allows you to make sure that TCP Wrapper was installed correctly and
that all the logfiles are being written to, and all the daemons can find the files that they must
access.

4.4.2 TCP Wrapper Operating Concepts.

Prior to actudly writing the hogts.dlow and hosts.deny, there are several syntax and procedura items
that need to be addressed. Firg, dl linesin the hosts.dlow and hosts.deny are processed in order of
appearance. Only the first match between the incoming connection request and aline entry is used.
Blank lines or lines beginning with a“#” are ignored. When an incoming connection is handled by TCP
Wrapper, the program applies the following basic rules:

1) The hostsalow fileis searched to seeif this host/service pair should be alowed.

2) If no match isfound, the hosts.deny fileis searched to see if the host/service pair should be
denied.

3) If no match isfound in ether the hosts.dlow or the hosts.deny files then the connection is
alowed.

The generd format used to create the line entries in the hosts.dlow and hostsdeny is:

daenon_list : client _list [: option : option]
daemon_list list of services gpplicable to this entry
client_list list of clients gpplicable to the entry

NOTE: Elementsin the daemon ligt ad the client list should be separated by blanks or commas.

Example#1 - Smple Tdnet and FTP:

# /etc/wap/ hosts. all ow
#
in.telnetd, in.ftpd : 137.99.90.1, 137.109.40.2

#
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For this example, four specific conditions will be matched. If any of these four conditions are met,
accesswill be dlowed. The four conditions are:

(2) 137.99.90.1 Telnet access
(2) 137.99.90.1 FTP access
(3) 137.109.40.2 Telnet access
(4) 137.109.40.2 FTP access

If thisline entry was located in a hosts.deny file then these four conditions would be rejected rather than
accepted.

Specifying each and every host and service combination required by the hosts.alow and hosts.deny files
would be along and dreary task. However, TCP Wrapper does dlow the usage of domains, IP
subrets, and wildcards to ease the chore of configuration. TCP Wrapper allows the use of three
different wildcard keywords as part of the hosts.alow and hogts.deny configuration.

ALL The universa wildcard that matches anything and everything.
LOCAL Matches any host whose name does not containa“.”.
EXCEPT Thiswildcard is used in the form: ‘lig 1 EXCEPT lig 2

This entry matches anything that matcheslist_1 unlessit dso matchesligt 2. A
common usage exampleis ‘ALL EXCEPT 123.45.67.89' for host designation
or ‘ALL EXCEPT inftpd’ for daemon designations.

Besides these three keywords, TCP Wrapper also alows the usage of domain and IP subnet
designation to make configuration eeser. To match domains, use a preceding “.” prior to the domain.
For example ‘“.army.mil’ will match rtrp.hgisec.army.mil and any other host located in the domain
army.mil. To match IP subnets, use an ending “.” after the IP subnet area. For example 137.80.99.
will match 137.80.99.139 and any other host in the 137.80.99 subnet area. If standard subnet masks
are not used, an expression of the form ‘n.n.n.i/m.m.mm’ isinterpreted as net/mask pair and can be
used as part of the configuration entry.

One of either two basic access control philosophies can be used when establishing your access control
logic. Inthefirst method, specific hosts/'services are denied while dl others are dlowed by default. In
the second method, specific hosts/services are dlowed while dl others are denied by default. From a
system security perspective the second method implements a stronger security posture. By only
alowing connections from hosts/services that you have specificaly and conscioudy dlowed, this
prevents the intrusion from totally unknown and unforseen hosts that would be alowed by the first
method. A smple mechanism to enforce the second method is to use a hosts.deny file that contains the
entry
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ALL ALL
to deny al servicesto al hogts not explicitly dlowed in the hogsdlow file,

Example #2 - Using wildcards and subnets.

# letc/wap/hosts. all ow

#

# Using wildcards, subnets and domain areas

#

ALL EXCEPT in.rlogind, in.fingerd : 137.90.99, .arnmy.m|l
in.rlogind : 137.90.99.1
in.fingerd . LOCAL

#

# /etc/wap/ hosts. deny

#

# Implementation of a blanket deny statement as a safety net.
ALL : ALL

#

In the above example the hogts.dlow file specifies that any host in the subnet area 137.90.99 or the
domain area.army.mil will be dlowed accessto dl services on the system except for rlogin and finger.
The rlogin sarvice is made available to only the host 137.90.99.1 while the finger serviceis available to
any host on the local network or in theloca domain. The hosts.deny establishes a blanket deny
satement meaning that al host/services combinations, not alowed by the hosts.alow file, will be denied.

Though two different access contral files are normally used, either file can use the keywords allow and
deny to clarify accesslogic. These keywords ingtruct TCP Wrapper to accept or reject the connection
irregardiess of which access control file the line entry islocated. The following example shows the
usage of these keyword options:

Example #3 - Keywords alow and deny:

# [etc/wap/ hosts. all ow.

#

# This exanpl e shows how t he keywords all ow and deny can be used to
# clarify and create “exenptions” to a wi der access control criteria.
# In this exanple a single host (137.90.91.139) is the only host

# al |l owed Tel net access fromthe 137.90.91 subnet. Note that the

# larger 137.90 net has been all owed Tel net access.

#

in.telnetd : 137.90.91.139 : allow

in.telnetd : 137.90.91. . deny

in.telnetd : 137.90. : allow

ALL : 137.90.
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ALL : ALL . deny

In this example only a single access contral file (hosts.dlow) is used to specify dl of the access control
logic. Thefind line of file specifiesthat dl remaining conditions (host/service combinations) be denied
access to the system.

4.4.3 Building Initid Access Control Files.

With TCP Wrapper ingtaled and started, it istime to develop the access control logic to support the
firewd| feature of TCP Wrapper. Determine which hosts will have access to which services on your
sysem. Thefollowing are some basc steps that might be used in the development of theinitid
hogts.dlow and hosts.deny files.

Determine system user base. Thefirgt things that needs to be doneisto sit down and determine what
isthe actual user base of the system. The user base, and location of systems interfacing with your
system, will impact the development of the hosts.allow and hosts.deny files. Try to group the user base
into domain or subnet areas according to the services required.

Review TCP Wrapper log file. To get a picture of what machines/services are realy accessng your
system, the System Adminigtrator should review the entries of the TCP Wrapper log file. How does
this compare with the system user base that was developed? Any suspicious or completely unknown
hosts gaining access to your system should be researched using nslookup, traceroute, or other
diagnogtics utilities that help determine the ownership and location of the host. After this eye-opening
adventure, the System Administrator should have afirm grasp of what the actud user baseisand which
hosts/services need to be denied access.

Carefully create initial hosts.allow and hosts.deny. The operative word in this Statement is
carefullyl When these hogtsdlow and hosts.deny are implemented, they will act as afirewdl and only
allow those hogtg/services that you have specificdly adlowed. A corollary to thisis, if you do not get a
firm grasp on the requirement (hosts/services) you may either be allowing access that you do not want
or denying access to red users with valid requirements to access the syssem. Red userswill get very
annoyed if they are suddenly cut-off from the sysem. Asagenerd rule, sart with afairly smple and
generic access control configuration. Astime progresses, this configuration can be made increasngly
tighter and more specific. To help develop successful access contral files, try using the following steps:

1) Usethe TCP Wrapper log file as a source of information that you will need to build the initid
hogtsdlow and hosts.deny files.

2) Buildtheinitid hosts.dlow and hosts.deny in a separate area from the actua TCP Wrapper
working area. This can be a sub-directory such as /etc/wrap/test/.

3) Test host/service combinations againgt the trid hosts.alow and hosts.deny using the
tcpdmetch utility. Executing the tepdmatch command with the -d option checks the host/service againgt
the hogts.alow and hosts.deny filesin the current directory. The syntax for thisaction is.

Jtcpdmatch -d service hostname/IP_address
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The tcpdmatch utility will indicated whether this host/service combination would be alowed or denied.
When the tcpdmatch utility finds a match in the access contral files, it identifies the matched entry for
reference. This match can ether be an dlow action or adeny action.

4) After testing, place the hosts.dlow and the hosts.deny file in the TCP Wrapper working area
that was designated as part of the Makefile modifications. In our example this directory is/etc/wrapl.
Once thefiles are placed in the working area they will become active. Since TCP Wrapper checks the
hosts.allow and hosts.deny upon each connection request, these files are constantly reread and changes
gopear immediady.

4.4.4 Usng Banners
One of the changes, that was made to the TCP Wrapper Makefile, was to enable the usage of banner

gatements during the initid connect process. Implementing banners requires that two additiona set-up
actions be taken.

The firgt action is the establishment and placement of the banners messages on the syssem. Banner
messages are text files that are named according to the service or daemon that they support. Thusa
separate banner message must elther be created or alogica link created for each service for which TCP
Wrapper will display abanner. The important part of thisis that the file name must exactly match the
daemon name that is used by the hosts.dlow and hosts.deny configuration files. In other words, the
banners statement for the Telnet service (in.telnetd) must be located in afile caled intelnetd. However,
what if you want to use different banners for the same service depending on whether access has been
alowed or denied? Luckily TCP Wrapper supports the usage of multiple directory areas for banner
messages. Aswill be seen in aminute, the hogts.dlow and hosts.deny line entries only specify a
directory to look into for the appropriate banner message. Thus two different directories could be
establish to support banners, one for the accept connections and one for the denied connections. Asan
example, a Telnet banner for accepted connections could be /etc/wr ap/good/in.telnetd while a Telnet
banner for denied connections could be /etc/wrap/bad/in.tel net.

The second action, required to implement banners, is that the entriesin the hosts.allow and hosts.deny
need to be modified to add the optiond banners statement and specify the location of the banner
datement. The line syntax to use with bannersis

daemon ligt : client_list [: option] : bannersdirectory_path

directory_path isthe full path of the directory containing the banner messages

Example from a hogsdlow file

in.telnetd : .army.m| : banners /etc/w ap/good/

Thisentry dlows Telnet connections from al army.mil addresses and presents a banner upon the initial
connection request. The banner message is located in /etc/wrap/good/ and would be cdled in.telnetd.
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Example #4 - Usng Banners.

# letc/wap/hosts. all ow

#

# This exanple shows the usage of banner statenents.

#

in.telnetd : 137.90., 150.211.90. : banners /etc/wap/good/
in.ftpd : .m| except .af.m | : banners /etc/w ap/good/
#

# /etc/wap/ hosts. deny

#

# Usage of banners for a denied connection.
#

ALL : ALL : banners /etc/w ap/bad/

#

This set of example hogts.dlow and hogts.deny files shows how two different directories can be used to
support different banner messages for accepted and rgected connections. In the hostsdlow file, the
fird line entry specifiesthat the Telnet service is available for systemsin the 137.90 and 150.211.90
subnets. The banner message for accepted Telnet connectionsis located in /etc/wrap/good/in.tel netd.
The second line entry of the hosts.dlow file Sates that the FTP sarviceis avallablefor dl sysemsin the
.mil domain except for those located in the .af.mil domain area. The banner message for accept FTP
connectionsis located in /etc/wrap/good/inftpd. In the hosts.deny file dl services are denied to dl
systems. The banner messagesfor al denied connectionsis located in the directory /etc/wrap/bad/.

4.5 Advanced Topics Not Addressed.

Due to the limited scope of this paper not al of the features of TCP Wrapper can be adequately
explored. Some of these advanced topics and features may be useful in specific Stuations or on certain
sysems. The TCP Wrapper README file details these additiond topics. The following isaquick
summary of some of these features.

Double-reverse. TCP Wrapper can perform a double-reverse lookup of the IP address, making sure
that the DNS entries for the | P address and the hosthame match.

Ident Protocol. TCP Wrapper uses the ident protocol (RFC 1413) to determine the username
asociated with the incoming connection. Username information can be used in the access control files
to further define access conditions. This requires that the requesting systems support the ident protocal.

Reverse Finger. TCP Wrapper optionaly runs acommand to get alist of users on acomputer thet is
trying to contract your system.
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Jal Environment. Trandfers, to ajal or faux environment, are supported to alow observation of
suspect systems and users.

Expansions. TCP Wrapper supports shell expansionsto alow process execution based on incoming
connection data.

4.6 Recommendations.
Because each system is unique and has a unique user base, exact configurations and recommendations
can be presented. However, there are anumber of smple and basic guiddines that can be used.

1) Unneeded Services. Remove unneeded services from the inetd.conf. Invirtudly al casesthe
following services can be removed: echo; discard; chargen; and time. These are old services and are
not generdly used today. Some other daemons that are not generdly used are uucp, comsat, talk, and
ntalk.

2) Remote Services. Closdly limit remote services such asrlogin, rsh, and rexec. These services use
only the hostname as access control logic and can be security vulnerabilities. Through the system
hosts.equiv and the users .rhost file, trusted relationships can be created that do not required any
password mechanism. TCP Wrapper can be used to prevent widespread abuse of this security
vulnerability. Accessto these services should be alowed to only specific hosts through the hosts.alow
file. The usage of subnet and domain areas may open the system up to unintended utilization of the
remote Services.

3) TFTP Service. Aswith the remote services, usage of the TFTP services should be guarded closdly.
If a al possble, TFTP should be disabled. However, if it isarequired service, accessto TFTP should
be given to specific hodts.

4) Finger. Usage of the network finger service should be limited to the local environment. The
information that can be gained from a unrediricted system finger daemon isimmense. The information
can be leverage to gain access using brute-force attack methods or to perform socid engineering
atacksto gain additiond information.

5) Web Servers. Accessto aWeb Server can dso be limited by usng a hosts.alow file to limit those
systems that can access the http daemon. In these cases, access limitation can be implemented on either
ahogt basis (very redrictive) or on asubnet or domain basis (mildly redtrictive).

6) For Telnet and FTP access, closely monitor the system’s user base and adjust the access control

parameters accordingly. Some systems may require awide open operation while other may be able to
limit access to local networks or domain aress.
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5.0 Simple Watcher (swatch).

Simple Watcher (swatch) isasmple program written in Perl to monitor text filesin red time, or &fter the
fact. Swatch alows you to autometicaly scan log files for particular entries and then take gppropriate
action.

5.1 Basic Festures.

Though there are severd facilities and gpplications that will automaticaly cregte logging informetion, the
scanning and interpretation of thesefilesis atime consuming and boring tasks. Wading through pages of
log output, looking for items of interes, is one of the down-sdes of being a Sysem Adminigrator.
Swatch tries to ease the burden on System Adminigtrators by performing the winnowing of the data
chaff to find the pertinent grains of rlevant data. Swatch is another set of eyesthat can congtantly
monitor the hedth of a system by actively scanning log filesin real-time. These eyes do not get tired, do
not make mistakes, and do not request overtime. Of specia importance, critica red-time events can be
brought to the attention of the Systlem Administrator or resolved automatically per the System
Adminidgrators ingructions. Conversdy, swatch can be used to review log filesto look for particular
events that might have happened weeks ago or it can look through the daily logs at night and present the
results to Sysem Adminidrator firg thing in the morning.

Swatch keys on phrases, established by the System Administrator in the configuration file, to take
gpecific actions. These actions can be to echo the line to the screen, ring the screen bell, execute
another program, pipe the line to another program, mail, or writethe line. Each ingance of swaich is
used to check onefile or program output. Multiple instances of swatch can be used to watch over
multiple files or program output as desired.

5.2 Inddlation

Swatch is not amgor system gpplication and only takes afew minutesto ingal properly. Being a Perl
script, Perl must be loaded on the system. Perl isafredy available programming language. Perl, using
the best aspects of sed, awk, C, and UNIX shell programming, creates asimple to use, yet powerful,
interpretive programming language. Perl is distributed under the standard GNU licensing concept.
Getting on with the ingdlation, the swatch utility is avallable from DISA ASSIST, ACERT and most
UNIX software repositories. The current version of swatch isversion 2.2,

5.2.1 Ingalation Steps.

1) Download swatch digtribution file. Thisfile, depending on the download location, should be ether
swatch-2.2.tar.Z or swatch-2.2.tar.gz.

2) Uncompress the swatch file using the appropriate command:

uncompress swatch-2.2.tar.Z OR
gunzip swatch-2.2.tar.gz
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3) Extract the source files from the swatch archive (swatch-2.2.tar). Note that a swatch subdirectory
will be created as part of the extract process.

tar -tvf swatch-2.2.tar View archive and check for archive integrity
tar -xvf swatch-2.2.tar Extract contents of the archivefile

Change directory to the swatch-2.2 directory:
cd swatch-2.2
4) Read the swatch README file for pertinent information.
5) Executetheingdl script usng the following commands:
shinstall.sh

6) Answer the questions generated through the swatch ingtalation script. During execution, of the
ingtallation script, be prepared to answer the following questions:

a Enter the directory where you want swatch to be installed.
Default: /us/loca/etc
Suggestion: Use adirectory areathat is dready isthe norma PATH
gructure. One suggestion would be /usr/local/bin.

b. What user should own the swatch program files?
Default: root
Suggestion: Take default

c. What group should own the ingtalled swatch program files?
Default: whed
Suggestion: Use group normdly alocated systern adminigtration duties.

d. What should the permissions be for the ingtaled swatch program files?
Default: 755
Suggestion: Take default

e. What should the permission be for the ingaled libraries and man pages?
Default: 444
Suggestion: Take default

f. Enter the name of the directory where the Perl libraries are located.

Default: /usr/loca/lib/per]
Suggestion: Common places for the Perl libraries are as follows:
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fusr/lib/

Just/lib/perl
fusr/lib/perl5
fusi/locallib
Jus/local/perl
usr/local/perl5

g. Enter the name of the directory where you wish to ingdl the swatch program files.
Default: Same location as Perl libraries
Suggedtion: Take default

h. What directory should the swatch program ingtal the man pages?
Default: /usr/local/man
Suggedtion: Take default

i. What should the extension be for the swatch program manua ?
Default: 8
Suggedtion: Take default

NOTE: If the“man8” directory does not exist under the man directory (see answer to h), the
man page will not be placed as required.

J. What should the extension be for the swatch configuration file manud page?
Default: 5
Suggestion:  Take default

NOTE: If the“man5” directory does not exist under the man directory (see answer to h), the
man page will not be placed as required.

k. Review entries and enter "y" if answers are correct. Entering "n" will dlow user to change
Settings using previous entries as defaults.

7) Goto the directory, where the swatch isingtaled, and check the executable (swatch) permissons.

5.3 Operating Concepts.

Though swatch is now ingaled on the system, further explanation is required before things are actualy
darted. The next paragraphs explain the three operating modes that swatch can employ and afew of
the option settings that can be used with sweatch.

5.3.1 Operating Modes.

Swatch has three different modes of operation. These are ared-time mode, afile mode, and a program
output mode. Though each of the modes use a standard configuration file and settings, each mode has
specialized operating characterigtics that suit the different needs of the System Adminigtrator.
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Redl-time Mode. In the Red-time mode, swatch monitors your log filesin red timelooking & lines as
they are added to a subject text file. In thismode, swatch is essentidly doing aseries of “tal”
commands to see what has been added to the file and scans these new lines for the pertinent phrases
identified in the configuration file. The Red-time mode is very ussful in identifying and taking action on
those itemsthat are high priority to the Syssem Adminigtrator and may require immediate operator
intervention. Whilein this mode, swatch will be congtantly checking the file. Swatch isa“ever-living’
job that will consume a session or screen unless run as a background job. The syntax for thismodeis:

swatch -t filename filenameisfile being scanned

FileMode. File modeisused to review satic or old log files. The Redl-time mode congtantly looks at
the new entries to afile, wheress the File mode performs a single pass through the subject file. When
swatch isused in thismode it performs a scan of the file and then exits. This mode is useful in checking
logs on a scheduled bas's, doing system research using old logs, and copying pertinent information from
large log filesto smdler more specific files. The syntax for thismodeis:

swatch -f filename filenameisfile being scanned

Program Output Mode. This mode differs from the other two in that instead of scanning afile, the
standard output of a program is checked for pertinent phrases. For example, this mode can be useful in
trapping entries in an gpplication report and system monitoring programs. In addition, this mode can be
extremely ussful in scanning of information thet is not kept in text format, but can be embedded in an
goplication that presents that information in atext format. Of particular applicability is system audit
information. Like the Red-time mode, this mode runs as a“ever-living” job that will consume a sesson,
or screen, unless run as a background job. Syntax for the Program Output mode is:

swatch -p program_name program_nameis program whose
output is being scanned

5.3.2 Options.
Swatch has severd options settings that affects how swatch operates and how the configuration fileis
formatted. The two option settings of greatest use are “-¢” and the “-r” options.

Configuration File (-¢). By default sweatch will usethefile.swat chr ¢ in the users home directory as
the configuration file. This can be highly inconvenient for everyday operations so the “-¢” option is used
to adlow the operator to specify the configuration fileto be used.  This option setting must be used in
conjunction with an operating mode setting. Syntax is.

swatch -c config_file config_file is new configuration file

Example. The following entry uses the configuration file .sw3rc in the locd directory, operatesin File
mode, and scans the file /var/messages.
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swatch -c .sw3rc -f /var/messages

Restart Time (-r). Using arestart time tells swatch to automatically restart at a specified time or after a
period of time. The syntax for thisoptionis:

swatch -r restart_time

restart_time can be of the forms: hh:mm[amjpm] - goedifictime
+hh:mm - dter timeintervel

5.4 Configuration
Swatch uses configuration files to form the basis of what phrases to trgp on and what actions should

occur when that phrase is detected. Thus as aminimum, each line entry must contain pattern(s) and
action(s). In addition to these two fields, two optiona fields can be used to specify how redundant
messages are to be handled. Each of the fields being used must be separated by TABs. Each linein the
configuration file is a separate entity and does not depend nor isit influenced by any other linein the
configuration file. For those who actudly use comments, any line beginning with a“#’ isignored by
swatch. The syntax for aconfiguration line entry is.

[pattern/[ /patterny,...] action[,action,...] [[[HH]MM:]SS] [dart:length]

5.4.1 Paterns.

Thefirst fidd, /pattern/, specifies a pattern or phrase which is scanned for on each line of the subject
file. Multiple patterns are separated using commeas with no additionad spaces. If more than one pattern
is specified, then amatch on any of the patterns will sgnify amatch. All patterns are specified asregular
expressons. The next few paragraphs lightly touch the basics of using and understanding regular
expressons. Additiond information can be found in many UNIX system adminisiration, and Perl
language, references.

Regular Expresson Basics. A regular expresson is a pattern — atemplate — to be matched against a
gring or in our case atext file line entry. Matching aregular expression againg a string either succeeds
or fals. If the regular expresson is matched againg the log file line entry, the associated actions are
performed. If the regular expression does not match, then the scan proceeds to the next line. At the
absolute fundamentad leve, aregular expresson isadring that is delimited by dashes. Within the
dashes, spaces and other whitespace characters are Sgnificant just as they are within strings.

fabc/ Matches “abc” exactly
fabc/ Does not match “abc”, but does match “ab ¢”

Usng just smple strings does not accomplish much unless you are looking for exact phrases. To

expand the flexibility, regular expressions alow the usage of character classes. These are groups of
characters from which one and only one of these characters must be present as part of the subject string
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for the pattern to match. Character classes are represented by a pair of open and close square
brackets, with alist of characters between the brackets.

[[abcde]/ Matches a string containing any of one of these
lower-case characters.
l[aZ]/ Matches a gtring containing any lower-case
alphabetic character.
/10-9]/ Matches a string containing any number character.
/[dD]enied/ Matches the strings “ denied” or “Denied”.

This hdpsin adding flexibility to the regular expressons, but there is till more. Regular expressions
support dteration, asin alblc, thereby matching exactly one of the dternatives (aor b or cin this case).
Alternation works like an exculsve OR statement.

/a]b|c/ Matches exactly one of the dterndtives.
March|April/ Matches any string containing March or April but
not both.

Thistakes us astep closer, but the best part of regular expressionsisthe use of wildcards. To begin
witha*“.” can be usad in aregular expresson to match any single character except the newline (\n).
Effectively thisactslike a“do not care’ place holder.

11/ Matches any two character string starting with “1”.
l.at/ Matches any three character string ending with “at”.
This would match cet, bat, sat, 7at, etc.

To redly become ussful we need to combine the “.” with something else. Regular expressons have
three multiplier wildcards that will work out perfectly. Firdt, “+” matches one or more of the immediate
previous character. Secondly, “?" matches zero or one of theimmediate previous character. Lasly,
“*” matches zero or more of theimmediate previous character. While these multiplier wildcards can be
used with standard characters they are more commonly used withthe“.”. Of specid interest isthe “*”
(wildcard) combination that essentially matches as characters as required to obtain a match.

/su.*root/ Matches any dring containing “su” followed later by “root”. Thisentry
could be used to flag users using the su command in an atempt to
become root.

/Nov 12 *warning/ Matches any gtring (line) containing “Nov 12” followed later by
“warning”. Thisentry could be used to flag warning messages
generated on Nov 12.

Through the crestive use of these Smple regular expression concepts, virtudly any type of phrases or
combination of phrases can be trapped. Once it is determined what type of events or phrases are to be
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trapped by swatch, the usage of these concepts should enable the System Administrator to properly
configure swatch to look for these items and take appropriate action.

5.4.2 Actions.

The second field in the swatch configuration file isthe action area. Here one or more actions may be
specified that will be initisted when alog file line matches the pattern(s) in the first fiddd. Aswith

patterns, multiple actions can be specified. A comma, with no additiona spacing, must separate multiple
actions. There are seven possible actions that swatch supports. These are echo, bell, exec, ignore,

pipe, mail, and write. These are defined below.

echo=[mode] Echo the matched line. The text mode may be normd (defauilt),
bold, underscore, blink, and inverse. Some modes may not
work on some terminals.

bell=[N] Echo the matched line and send bell N times.

exec=command Execute the command. Variable subgtitution to command is
alowed using fields from the matched line. $N will be replaced
with the Nth field, $0 or $* will be replace by the entireline.

ignore Ignore the matched line.

mall[=address.address.....] Send mall to address(es) containing the matched line. Default is
to user running swatch.

pipe=command Pipe matched line into command
write{=user:user:...] User write to send matched linesto user(s)

The variety of actions available should engble the System Administrator to do virtualy anything that can
be desired when an item is detected. Of particular power is the ability to pipe the trapped line to
another program and to initiate another program whenever a particular event occurs.

5.4.3 Redundant Message Timing.

The third and fourth fields of the swatch configuration are optiond and are used to control how
redundant messages are handled by swatch. Thethird fidd, [[[HH:]MM:]SY], isatime interval

Specified in hours, minutes and seconds. If thisinterva is pecified, and more than one identicd lineis
received, swatch will do the actions specified until the time interval has elgpses. This preventstensto
hundreds of identica lines being processed separately. The fourth field, Start:length, specifiesthe
location of thefirg character of the time stamp and the length of the timestamp field. For thoselog files
using timestamps, each line entry will be different due to a different timestamp. This can negate the
effect of using the redundant message feature implemented through utilization of the third fidd. Using the
fourth fidd alows the timestamp to be logicdly eiminated from the line entries and alows redundant line
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entries to be properly handled. Thisfield isonly used in conjunction with the third field and needs not
be used at all.

Example ffile sygem full/ echo,bell 01:00 0:16

This example matches aline which contains the gring “file sysem full” and will echo theline on
the screen, and sound abell. Also, multiple instances of message will not be echoed if they appear
within aminute of the first one. Instead, the following message will be acted upon after the time interva
has expired. Thisiswhat may appear if a message appeared 20 times.

** 20 seen in 00:01: 00 == > sonehost: /var: file system
full

Note that the timestamp has been indicated to Sart at the first line character and proceeds for atota of
16 characters.

5.4.4 Examples and Explanations.
In this area severd example configuration files will be shown and explained to help the System
Adminigrator in the development and implementation of system specific configuration files.

Example 1. The example shows a Smple Red-time mode configuration that checks the TCP Wrapper
file for refused connections, for connection using the rexec sarvice and for connection originating from
the host bholson.hgisec.army.mil. The command line entry to execute this swatch action would look
something like the following:

swatch -c .swlrc -t /var/adm/tcpd_log

where the configuration file .swvlrc isasfollows:

# .swlrc swatch configuration file

#
# Capture any refused connections and echo using inverse node
/ refused/ echo=i nver se

# Report usage of rexec service by mailing line entry to

# sysadm n people

/ rexecd/ mai | =sysadm n

# What to track any and all connections fromthis host. Echo
# to screen and ring bell to alert operator.

/ bhoson. hgi sec.arny. m |/ echo, bel

For reference here are some sample line entries from a TCP Wrapper log file (tcpd_log).

Cct 21 09:05:28 rtrp in.telnetd[301]: connect from bhoson. hgi sec. arny. mil
Cct 21 09:06:29 rtrp in.rexecd[312]: connect from reedd. hgi sec.arny. m |
Cct 21 09:19:35 rtrp in.rexecd[370]: connect from bhoson. hqgi sec. arny. m |
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Qct 21 09:21:06 rtrp in.rexecd[ 380]: connect fromreedd. hgi sec.arny. m |
Cct 21 09:22:55 rtrp in.telnetd[392]: connect from reedd. hgi sec. arny. m |
Qct 21 09:27:01 rtrp in.telnetd[405]: connect fromreedd. hgi sec.arny. m |
Cct 21 09:28:16 rtrp in.telnetd[417]: refused connect from reedd. hgi sec. arny. nil
Cct 21 09:30:51 rtrp in.telnetd[421]: connect fromreedd. hgi sec.arny. m |
Cct 21 09:42:00 rtrp in.telnetd[448]: connect fromreedd. hgi sec.arny. m |
Cct 21 09:45:02 rtrp in.telnetd[ 636]: connect fromreedd. hgi sec.arny. m |
Cct 21 10:08:26 rtrp in.ftpd[698]: connect from bhoson. hgi sec.arny. m |

Example 2. By using many of the same attributes and components of the previous examples, atotaly
different result can be accomplished. By running swetch in the File mode and using different actions for
the same search items, swatch can be made act totaly differently.

swatch -c .sw2rc -f /var/adm/tcpd_log

# .sw2rc swatch configuration file

#

# Display using nmode=underling any refused connections
# that occurred since file began.

/ refused/ echo=underl i ne

# Display any connections using the rexecd for visual
# analysis of what systens are using rexecd.

/ rexecd/ echo

# Copy all entries fromthe TCP Wapper log file that

# contain connections (failed or successful) fromthe

# Dbhol son. hgisec.army.m|. Entries are placed in the file
# dholson.log and is used to track system usage from t hat
# system

/ bhol son. hqgi sec.arnmy. m |/ pi pe="cat >> dhol son. | o0g”

Example 3. In thisexample, the system’s messages file is being examined in red-time for possible
system problems. Thisis done using Redl-time mode.

swatch -c .sw3rc -t /var/log/messages

# .sw3rc swatch configuration file

#

# If file system becones full, echo with blink to the screen
# and use call _pager utility to reach operator with code
“1911”

/file systemfull/ echo=blink, exec="/etc/call _pager 5551234
1911”

# Log all reboot actions to log file.

/ reboot/ echo, pi pe="cat >> reboot.!|o0g”

# Want to know if the systemstarts/restarts with the

# TFTP server started.

[tftpd/ echo, wite=sysadm n
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Example 4. This examples shows how to use swatch to copy sdected lines from an origind file (sulog)
to other filesfor archiva purposes.

swatch -c .sw4rc -f /var/adm/sulog

# .sw4rc swatch configuration file

#

# Selected lines fromoriginal file and copy to a new file

# Copy all failed su attenpts to root in file failed root.|og

/SU. *:...-.*-root/ echo, pi pe="cat >> failed_root.!|og”
# Copy all su attenpts to root for user dreed to file dreed_root.| og
/ SU. *dr eed-r oot/ echo, pi pe="cat >> dreed_root. | og”

# Copy all su attenpt to root for all attenpts not originating
# fromthe console device. Line entries are placed in pts_root.| og.
[SU *: .. ... p.*-root/ echo, pi pe="cat >> pts_root.| og”

For reference hereis an excerpt from a sample sulog file.

SU 07/ 30 08: 38
SU 10/ 17 06: 45
SU 10/ 21 09:42
SU 10/ 22 09: 46
SU 10/ 22 09: 47
SU 02/ 19 14:27
SU 02/ 24 12:19
SU 05/ 09 14:16
SU 05/11 18: 29
SU 05/11 18: 29
SU 05/11 18: 29
SU 05/11 18:40

pts/ 0 dreed-root
consol e root -dreed
pts/ 1 dreed-root
consol e dreed-root
consol e dreed-root
pts/ 1 root-cruther
consol e jcrow ey-root
pts/ 0 cruther-root
pts/ 0 root-dreed
pts/ 0 root-dreed
pts/ 0 root-cruther
pts/ 2 cruther-root

+ 0+ o+ o+ 4+

5.5 Implementation
Swatch isasmple, yet extremely powerful, program. Swatch, with the ability to monitor or review files

and then take a series of actions, is a great system administration and security tool. However, to get
these benefits from swatch, the System Administrator must know the system ingde and out and be able
identify the catch phrases that swatch will look for. If the systems administrator does not know what to
look for in the various log files, then swatch will not provide any relevant benfits.

To properly implement swatch, a Six-step approach should be taken to properly develop and
sudain the swatch configuration files.

(1) Determine filesand programsto be monitored. The Sysem Administrator must soend
some time and effort to review the applicable log files, or applications, to determine whét files and
program output should be monitored by swatch. Swatch should be used for both security monitoring of
the TCP Wrapper log and other security and system related information. Check the sydog
configuration file for the location of sandard system log information generated by sydog.

(2) Develop alist of phrasesto trap on. A ligting of catch phrases should be developed for
each file or program. These are the itemsthat the System Administrator should normaly be looking for
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on aregular bass. Someitems may be criticd itemslike“ file sysem full”. Other items may only be
informationa such asalogging of dl “su” events.

(3) Develop action(s) for each catch phrase. For each catch phrase, an associated action or
actions must be developed. Depending on the criticality of the event, you may want to echo the item to
screen and execute another program to take action on the event. Perhaps you only want to copy out
pertinent entries of the log file into a separate file for ease of adminidtration and research?

(4) Determine operating mode for each phrase/action. For each phrase and action pairing,
the System Adminigtrator must determine which of the three operating modes should be used. The
System Adminigtrator must determine what phrases/actions should be monitored in red-time and which
should be performed periodicaly using File mode. In some circumstances a phrase/action may need to
use the Redl-time mode for an immediate response and in addition be needed for periodic review for
research or data reduction purposes.

(5) Assign actions/phrasesto configuration files. With alisting of files/program, catch
phrases and associated actions in hand, these entries need to be applied to configuration files. Each
configuration can only operate in asingle mode and can only be applied againgt asingle file or program.

(6) Review and modify asrequired. Periodicdly review the swaich configuration filesfor
modifications and required changes. Inevitably, the System Adminigirator will not be able to capture al
the needed phrases and actions on the first or even second go around of the configuration files. As
system conditions changed, the swatch configuration files should be adjusted.

5.6 Operation.
With the configuration files developed, the operation of swatch isafarly smple matter. However, a

little planning and effort will enable the swatch monitoring to become an automatic part of system
operations. Swatch can be used in two different ways, either programmed or
on-the-fly.

For congtant active monitoring using swatch, the swatch start command should be integrated
into the run control (RC) start up sequences. This ensures that each time the system is restarted that
swatch will initidize and begin monitoring.

Periodic reviews or data reduction should be integrated into the system using crontab entries to
dart specific swatch jobs at times convenient to the System Adminigtrator and the system. Review of
daily logs or security entries can be performed during off-hours and the output made available for the
Sysdem Adminidrator firg thing in the morning.

On-the-spot research or investigation may necesstate using swatch in an unscheduled or o+
the-fly method. Thisis accomplished through using the command line with the applicable operating
mode and configuration.

5.7 Recommendations.

Though it would be nice to provide exact configurations and guidance on how to configure and operate
swatch, itisnot redly feasble. Each system is different, different in terms of operating system,
goplicaions, and configuration. Thisis the reason why the System Adminigtrator must be keenly aware
of what goes on with the system. As part of the implementation guiddinesin Section 5.5, generd
guidance was offered on how to develop appropriate swatch configuration files.  Some specific log and
text files that should be investigated as part of the swatch configuration process are:
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TCP Wrapper logfile

messages files (sydog output file)
ulog

sydogfile
Applications specific log files
loginslog
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ACERT
ACT
ASSIST

BAT

C2
CDT
COPS
CQL

DES
DI
DISA
DISC4

DNS
DSN
DSS

FAQ
FTP

GUI

INFOSEC
IP

JCDB
JCS

LLNL

MCS
MD5

PID
PSI
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APPENDIX A
ACRONYMS

Army Computer Emergency Response Team
Access Control Test
Automated Systems Security Incident Support Team

Binary Authentication Tool

Command and Control

Change Detection Test

Computer and Oracle Password System
Configuration Query Language

data encryption standard

Defense Information Infrastructure

Defense Information Systems Activity

Director of Information Systems for Command, Contral,
Communications, and Computers

Domain Name Server

Defense Switched Network

Digitd Sgnature Standard

frequently asked questions
file transfer protocol

grephica user interface

Information System Security
Internet Protocol

Job Control Data Base
Job Control System

Lawrence Livermore Nationa Laboratories

Master Communications Server
Master Digest 5

process identifier
Password Security Inspection
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QSP

RC
RCS

SPI
SPI-NET
swatch

TCP

UDP
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Quick System Prafile

run control
Remote Communications Sarver

Security Profile Inspector
Security Profile Ingpector for Network
Simple Watcher

Transmission Control Protocol

User Datagram Protocol
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Appendix B: Additional UNIX C2 Protect Tools

The following paragraphs briefly described additional C2 Protect Tools for UNIX systems. These tools
can be found either a DISA, ASSIST, or the ACERT.

Courtney: Isaprogram that monitors a network and triesto identify an incoming SATAN
attack/probe. Courtney receives input from tcpdump, counting the number of new services ameachine
originates within a specific time period. If one machine connects to numerous services within that
window, Courtney identifies the machine as a potential SATAN hogt.

Message Digest 5: Isacryptographic checksum UNIX utility program. Message Digest 5 takes
message input of varying length and produces a 128 bit fingerprint or message digest number.,

Npasswd : |sareplacement for the system password command that incorporates a password checking
system that refuses poor password sdlections. This program reduces the chance of users choosing
easly guessed passwords.

Password+: |s aproactive password checker, which replaces the system's password command.
Password+ is driven by a configuration file that determines what types of passwords are alowed.

Genpass. Isa program that produces a random account password.  Genpass can be used to generate
temporary passwords for user's accounts or anywhere else randon password generation is required.

Tripwire: Isautility that scans a st of designated files and directories, computes adigitd signature, then
compares the digitd Sgnatureffingerprint to a signature previoudy generated and stored in a database.
Differences are flagged and logged including additions and deletions. When used regularly Tripwire
enables a System Adminigtrator to spot any changesto files and directories rapidly.

WU-FTPD (Washington University-File Transfer Protocol Daemon): Isareplacement FTP
daemon that has security and functiond enhancements geared toward anonymous FTP access. WU-
FTPD replaces the standard FTP server daemons on UNIX systems.  Features include extensve
logging and away of limiting the number of FTP users accessng aste.

SMRSH (Sendmail Restricted Shell): Isasendmail restricted shell utility that provides the ability to
specify, through configuration, an explicit list of executable programs. SM RSH helps protect against
the vulnerability that allows unauthorized remote users to execute programs as any system user. When
used in conjunction with sendmail, SM RSH effectively limits sendmails scope of program execution to
only those programs specified in SM RSH 's configuration.

SSH (Secure Shell): Isaprogram that dlows an individud to log into another computer over a

network, to execute commands in aremote machine, and to move files from one machine to ancther.
SSH isintended as a replacement for rlogin, rsh, rep and rdist and provides strong authentication and
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Secure communications over insecure channels.

Portmap : IsWietse Venemas replacement for the origind portmapper program that comes with the
operating system. Thereisan increasing interest in access control for the NIS and RPC-based services
that are normally registered with the portmap process. This replacement is intended to reduce the
vulnerahilities of the basic program with improved logging and tcp_wrapper like access contral lidts.
This program works with SunOS 4.x releases, Ultrix 4.x, HP-UX 9.x, AIX 3.x and 4.x , and OSF/1.
Solaris 2.X and other System V.4 Unixes should use rpchind.

Rpchind: 1s Wietse Venema's drop-in rpchbind replacement for the standard RPC registry server. This
program provides built-in TCP wrapper style client access control and automatically disables proxy
access. It provides a smple mechanism to discourage remote access to the NIS, NFS, and other RPC
sarvices. Supports SUnOS 5.3(Solaris 2.3) earlier Solaris 2.x versons and System V.4 Unix.
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Appendix C: The autoReport Feature

While SPI-NET can provide reports with important and pertinent security information. This information
isonly vaid is someone takes the initiative to review the reports and take appropriate actions. Under
the standard SPI-NET ingdlation, reports need to be viewed from the command console using the
SPI-NET graphicd interface. To help easethis process, a UNIX script cal autoReport has been

devel oped that will gather unarchived reports from the Incoming Reports list and e-mail the reportsto a
specified mailbox. This Appendix will provide smple and brief ingtructions on obtaining, loading and
running the autoReport script.

The autoReport script, being affiliated with SPI-NET can be obtained from the same sites and
directories asthe SPI-NET codeitsdf. Some sample download Stes are:

ACERT: ftp.acert.belvoir.army.mil/pub/unix.tool box/spi/autoReport
ASSIST: ftp.assst.mil/pub/tool §/spi- net/autoReport

Ingtallation of autoReport script isavery smple process. The stript in didtribution form is neither
compressed, archived or otherwise altered. For ingtallation the script needs only to be placed in the
“binm” directory associated with SPI-NET. This directory would be located at .../spin-1.01/binmy.

Prior to utilizing the script, three variables need to set within the script. These varigbles are BINMDIR,
MAILER and MAILTO.

BINMDIR - Full path to your SPI-NET “binm” directory

MAILER - Any UNIX maller that accepts "-s subject” on its commandline. "Mail" or
"mallx" works on most sysems. A full path entry isthe best method (eg.,
fust/bin/mail).

MAILTO - Full emall address of the intended recipient. The script is designed to only use
asnglemail address. An diasto an addresslist can be used to send to multiple
recipients.

With these parameters set properly, the autoReport script isready to run. The autoReport script will
automaticaly collect dl the outstanding reports that have been generated since the last time autoReport
wasrun. On aninitid ingalation this may cause many reportsto be e-mail to the designated recipient.
To prevent this, archive and/or delete unneeded SPI-NET reports. The autoReport script is accessed
from the binm directory by the smple command:

JautoReport
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It may be useful to place the binm directory in the execution path through changes to the PATH
environment variable. 1t should be noted that the autoReport script uses the capitalize command, and
the operator should ensure that this command is available and accessible viathe PATH variable.

In order to make the autoReport script even more useful; it should be run as a cron job on regular basis.
Theinterval used depends on your configuration and your operationa environment. Obvioudy, if SPI-
NET is scheduled to run jobs with at least a 12-hour interva, it does not accomplish much to run
autoReport every hour. Of course thereislittle downside to running the script frequently since the
computationa resources required to run the script are minimal. The following line shows a crontab entry
to executes autoReport every 6 hours starting at Midnight, every day of the week and month.

00,6,12,18 * * * /bin/sh /secure/spin-1.01/binm/autoReport 2>& 1 > /dev/null

For this example, /secure was the source directory for the SPI-NET code. Note that because
autoReport is a Bourne shell script, the autoReport command has been prefaced by /bin/sh to force the
usage of the required Bourne shdll.

For security reasons, this script should be run as part of the root crontab and note that the reports
generated and subsequently forwarded to a mailbox should be consdered sengtive. Appropriate
measures should be taken to secure the root crontab and the mailbox to which the SPI-NET security
reports are being sent.
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